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design architecture for various mechanical components necessary to accommodate the restrained firing design
solution and shock and vibration isolation. Experience fabricating and assembling mechanical components in
support of system test and evaluation.

H.3 NON-KEY PERSONNEL — MINIMUM REQUIRED QUALIFICATIONS

In order to provide additional clarification to the Statement of Work, minimum qualifications are provided for
non-key personnel. The contractor shall provide non-key personnel who meet or exceed the minimum
qualifications provided below. Prior to charging non-key personnel labor to this order, the contractor shall provide
written certification stating the individual's name, labor category, and certification that the individual meets or
exceeds the minimum qualifications of the labor category. This written certification shall be made by email to the
Contract Specialist and the COR.

Junior Systems Engineer

One year of system engineering experience including hardware/software integration. Experience analyzing
existing systems and their definition. Experience designing and developing new system requirements. Experience
formulating logical designs of system problems and devising procedures for their resolution. Experience
determining system specifications, input/output processes and working parameters for hardware and software
compatibility. Experience coordinating the design of subsystems and integration of a total system. Experience
developing documentation specification methods being employed to develop technical support manuals.

Mechanical Designer

Three years of experience working on mechanical designs and fabrication. Experience implementing the
mechanical design architecture for various mechanical components necessary to accommodate the restrained firing
design solution and shock and vibration isolation. Experience fabricating and assembling mechanical components
in support of system test and evaluation. Experience overseeing a fabrication facility and handling the operation
of cranes and forklifts. Experience supporting shipboard equipment set-up and troubleshooting for test events and
deployment.

Senior Writer/Editor

Seven years of technical editing experience. Experience researching events and data and conducting interviews of
individuals in attendance at an event. Experience writing, editing, and obtaining release approvals for articles,
feature stories, news releases, speeches, briefings, scripts, and statements, including electronic, web-based, and
hard-copy material. Experience collecting and reviewing presentation materials, including electronic and
web-based material. Experience reviewing and formatting technical documentation such as test plans, reports,
specifications, white papers, power point presentations, and system engineering program reviews.

H.4 5252.237-9106 SUBSTITUTION OF PERSONNEL (Sep 1990)

(a) The Contractor agrees that a partial basis for award of this contract is the list of key personnel proposed.
Accordingly, the Contractor agrees to assign to this contract those key persons whose resumes were submitted
with the proposal necessary to fulfill the requirements of the contract. No substitution shall be made without prior
notification to and concurrence of the Contracting Officer in accordance with this requirement. (b) All proposed
substitutes shall have qualifications equal to or higher than the qualifications of the person to be replaced. The
Contracting Officer shall be notified in writing of any proposed substitution at least forty-five (45) days, or ninety
(90) days if a security clearance is to be obtained, in advance of the proposed substitution. Such notification shall
include: (1) an explanation of the circumstances necessitating the substitution; (2) a complete resume of the
proposed substitute; and (3) any other information requested by the Contracting Officer to enable him/her to judge
whether or not the Contractor is maintaining the same high quality of personnel that provided the partial basis for
award.

H.5 POST AWARD CONTRACTOR PERSONNEL APPROVAL
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(a) Requests for post award approval of additional and/or replacement Resumed Key Personnel shall be submitted
via e-mail. E-mail submissions shall be made simultaneously to the Contract Specialist, COR, and the Alternate
COR. Electronic notification via e-mail from the Contracting Officer will serve as written approval/disapproval.
This approval is required before an individual may begin charging to the Task Order.

(b) Resumes shall be submitted in the format required. However, in order to expedite contract administration,
contractor format may be used providing sufficient information is submitted for an independent comparison of the
individual’s qualifications with labor category requirements.

(c) If the employee is not a current employee of the contractor (or a subcontractor), a copy of the accepted offer
letter (which identifies a projected start date and the agreed to annual salary) shall be provided.

(d) TRIPWIRE NOTIFICATION. If the employee is a current employee of the contractor (or a subcontractor), the
fully burdened hourly rate that will be invoiced under the Task Order shall be provided. If the labor rate to be
invoiced for the individual will exceed any Navy labor rate tripwire for service contracts in effect at time of the
request for approval, the Contractor shall fully justify why the proposed individual is required for contract
performance and the specific benefit to be derived from the individual’s addition to the Task Order.

H.6 RESUME FORMAT AND CONTENT REQUIREMENTS

In order to facilitate evaluation, all resumes shall contain the following minimum information :
H.6.1 Complete Name

H.6.2 Task Order Labor Category

H.6.3 Contractor Labor Category

H.6.4 Percentage of time to be allocated to this effort

H.6.5 Current level of security clearance level per JPAS (identify if interim or final)

H.6.6 Current work location and planned work location upon award of this Task Order

H.6.7 Note if the individual is key on another contract with a period of performance that will overlap this
requirement.

H.6.8 Chronological Work History / Experience — Show experience and date(s) as follows:
(a) Employer: Dates (month/year); Title(s) held

(b) Work experience shall be presented separately for each employer, clearly marked with proper category of
experience (i.e, Relevant Experience; Non-Relevant Experience.). If relevant and non-relevant experience were
obtained while at the same employer, separate time periods shall be noted for each assignment. (This is necessary
to prevent an Offeror from describing relevant experience obtained in a six month assignment for Company A as
applicable to the entire 10-year employment with that firm and to ensure Offerors' proposals are evaluated on an
equal basis). Responsibilities shall be discussed in sufficient detail for each assignment so as to permit comparison
with desired experience levels in Section H. Specific examples of work assignments, accomplishments, and
products shall be provided.

(c) Phrases such as "assisted with", "participated in", or "supported" are UNACCEPTABLE except as introductory
to a detailed description of the actual work performed. If no such description is provided, the sentence or bulleted
information will NOT be considered in the resume evaluation process. This is because evaluators would not be
able to identify the specific technical work contributions made by the individual.

(d) Resume information is encouraged to be presented in bullet format. This will allow evaluators to focus on
relevant information.




CONTRACT NO. DELIVERY ORDER NO. AMENDMENT/MODIFICATION NO. | PAGE FINAL
N00178-14-D-7204 NO0017817F3007 P00005 39 of 75

(e) Offerors shall note that the lack of specific definition in job responsibilities, services performed or products
produced may be viewed as a lack of understanding of the Government’s overall technical requirements.

(f) All relevant military experience claimed shall be described such that each relevant tour is treated as a separate
employer. Time frames/titles/responsibilities shall be provided in accordance with the level of detail prescribed
above. Military experience not documented in this manner will not be considered.

(g) Gaps in experience shall be explained.
(h) The cut-off date for any experience claimed shall be the closing date of the solicitation.

(1) PROFESSIONAL DEVELOPMENT - Show any honors, degrees, publications, professional licenses,
certifications and other evidence of professional accomplishments that are directly relevant and impact the
Offeror’s ability to perform under the Task Order. For education and training, the following format is preferred:

Academic: Degree(s); Date(s): Institution; Major/Minor

Non-Academic: Course title, date(s), approximate length

Professional licenses and certifications.

*Note: The date obtained for each, as well as the date when each license/certification requires renewal.

Offeror. The employee certification shall include the following statement: CERTIFICATION: "I certify that the
experience and professional development described herein are complete and accurate in all respects. I consent to
the disclosure of my resume for NSWCDD Task Order N00178-14-D-7204-N0017817F3007 by Bowhead
Professional Solutions, LLC and intend to make myself available to work under any resultant task order to the
extent proposed."

Employee Signature and Date Offeror Signature and Date

Resumes without this certification will be unacceptable and will not be considered. The employee certification
shall not be dated earlier than the issue date of this solicitation.

(j) If the employee is not a current employee of the Offeror (or a proposed subcontractor), a copy of the accepted
offer letter shall be provided. The letter shall identify the projected start date. The Cost Proposal shall include
documentation that identifies the agreed-to salary amount.

H.7 5252.202-9101 ADDITIONAL DEFINITIONS (MAY 1993)
As used throughout this contract, the following terms shall have the meanings set forth below:
(a) DEPARTMENT - means the Department of the Navy.

(b) REFERENCES TO THE FEDERAL ACQUISITION REGULATION (FAR) - All references to the FAR in
this contract shall be deemed to also reference the appropriate sections of the Defense FAR Supplement (DFARS),
unless clearly indicated otherwise.

(c) REFERENCES TO ARMED SERVICES PROCUREMENT REGULATION OR DEFENSE ACQUISITION
REGULATION — All references in this document to either the Armed Services Procurement Regulation (ASPR)
or the Defense Acquisition Regulation (DAR) shall be deemed to be references to the appropriate sections of the
FAR/DFARSs.

H.8 FUNDING PROFILE

It is estimated that these incremental funds will provide for the number of hours of labor stated below. The
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following details funding to date:

. Funded
CLIN TOTAL CPFF Fames This Previous Funding || O 1AL Funded b ) nce Unfunded |Labor
Action IAmount Hours

[Base Year

5252.216-9122 LEVEL OF EFFORT — ALTERNATE 1 (MAY 2010)

(a) The Contractor agrees to provide the total level of effort specified below in performance of the work described
in Sections B and C of this Task Order. The total level of effort for the performance of this Task Order shall be
man-hours of direct labor, including subcontractor direct labor for those subcontractors specifically identified in
the Contractor's proposal as having hours included in the proposed level of effort. The table below and
information for blanks in paragraph (b) and (d) are to be completed by the Offeror.

PERIOD CLIN TOTAL HOURS COMPENSATED UI/TTA HOURS
HOURS

BASE CLIN
OPTION 1 CLIN
OPTION 2 CLIN
OPTION 3 CLIN
OPTION 4 CLIN
TOTAL

1

(b) Of the total man-hours of direct labor set forth above, it is estimated that __ _
effort. Uncompensated effort is defined as hours provided by personnel in excess of 40 hours per week without
additional compensation for such excess work. Total Times Accounting (TTA) efforts are included in this
definition. All other effort is defined as compensated effort. If no effort is indicated in the first sentence of this
paragraph, uncompensated effort performed by the Contractor shall not be counted in fulfillment of the level of
effort obligations under this contract.

man-hours are uncompensated

(c) Effort performed in fulfilling the total level of effort obligations specified above shall only include effort
performed in direct support of this contract and shall not include time and effort expended on such things as (local
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travel to and from an employee's usual work location), uncompensated effort while on travel status, truncated
lunch periods, work (actual or inferred) at an employee's residence or other non-work locations (except as
provided in paragraph (i) below), or other time and effort which does not have a specific and direct contribution to
the tasks described in Sections B and C.

(d) The level of effort for this contract shall be expended at an average rate of approximately 480 hours per week.
It is understood and agreed that the rate of man-hours per month may fluctuate in pursuit of the technical
objective, provided such fluctuation does not result in the use of the total man-hours of effort prior to the
expiration of the term hereof, except as provided in the following paragraph.

(e) If, during the term hereof, the Contractor finds it necessary to accelerate the expenditure of direct labor to such
an extent that the total man-hours of effort specified above would be used prior to the expiration of the term, the
Contractor shall notify the Contracting Officer in writing setting forth the acceleration required, the probable
benefits which would result, and an offer to undertake the acceleration at no increase in the estimated cost or fee
together with an offer. setting forth a proposed level of effort, cost breakdown, and proposed fee, for continuation
of the work until expiration of the term hereof. The offer shall provide that the work proposed will be subject to
the terms and conditions of this contract and any additions or changes required by then current law, regulations, or
directives, and that the offer, with a written notice of acceptance by the Contracting Officer. shall constitute a
binding contract. The Contractor shall not accelerate any effort until receipt of such written approval by the
Contracting Officer. Any agreement to accelerate will be formalized by contract modification.

(f) The Contracting Officer may, by written order, direct the Contractor to accelerate the expenditure of direct
labor such that the total man-hours of effort specified in paragraph (a) above would be used prior to the expiration
of the term. This order shall specify the acceleration required and the resulting revised term. The Contractor shall
acknowledge this order within five days of receipt.

(g) The Contractor shall provide and maintain an accounting system, acceptable to the Administrative Contracting
Officer and the Defense Contract Audit Agency (DCAA), which collects costs incurred and effort (compensated
and uncompensated, if any) provided in fulfillment of the level of effort obligations of this contract. The
Contractor shall indicate on each invoice the total level of effort claimed during the period covered by the invoice,
separately identifying compensated effort and uncompensated effort. if any.

(h) Within 45 days after completion of the work under each separately identified period of performance hereunder,
the Contractor shall submit the following information in writing to the Contracting Officer with copies to the
cognizant Contract Administration Office and to the DCAA office to which vouchers are submitted: (1) the total
number of man-hours of direct labor expended during the applicable period; (2) a breakdown of this total showing
the number of man-hours expended in each direct labor classification and associated direct and indirect costs; (3) a
breakdown of other costs incurred; and (4) the Contractor's estimate of the total allowable cost incurred under the
contract for the period. Within 45 days after completion of the work under the contract, the Contractor shall
submit, in addition, in the case of a cost underrun; (5) the amount by which the estimated cost of this contract may
be reduced to recover excess funds. All submissions shall include subcontractor information.

(i) Unless the Contracting Officer determines that alternative worksite arrangements are detrimental to contract
performance, the Contractor may perform up to 10% of the hours at an alternative worksite, provided the
Contractor has a company-approved alternative worksite plan. The primary worksite is the traditional "main
office" worksite. An alternative worksite means an employee’s residence or a telecommuting center. A
telecommuting center is a geographically convenient office setting as an alternative to an employee’s main office.
The Government reserves the right to review the Contractor’s alternative worksite plan. In the event performance
becomes unacceptable, the Contractor will be prohibited from counting the hours performed at the alternative
worksite in fulfilling the total level of effort obligations of the contract. Regardless of work location, all contract
terms and conditions, including security requirements and labor laws, remain in effect. The Government shall not
incur any additional cost nor provide additional equipment for contract performance as a result of the Contractor’s
election to implement an alternative worksite plan.

() Notwithstanding any of the provisions in the above paragraphs and subject to the LIMITATION OF FUNDS or
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LIMITATION OF COST clauses, as applicable, the period of performance may be extended and the estimated cost
may be increased in order to permit the Contractor to provide all of the man-hours listed in paragraph (a) above.
The contractor shall continue to be paid fee for each man-hour performed in accordance with the terms of the
confract.

H.10 NAVSEA 5252.232-9104 ALLOTMENT OF FUNDS (JAN 2008)

(a) This contract is incrementally funded with respect to both cost and fee. The amount(s) presently available and
allotted to this contract for payment of fee for incrementally funded contract line item number/contract subline
item number (CLIN/SLIN), subject to the clause entitled "FIXED FEE" (FAR 52.216-8) or "INCENTIVE FEE"
(FAR 52.216-10), as appropriate, is specified below. The amount(s) presently available and allotted to this contract
for payment of cost for incrementally funded CLINs/SLINS is set forth below. As provided in the clause of this
contract entitled "LIMITATION OF FUNDS" (FAR 52.232-22), the CLINs/SLINs covered thereby. and the period
of performance for which it is estimated the allotted amount(s) will cover are as follows:

|Allotted to Cost 'AIIotted to Fee Total CPFF Estimated POP

Base Year

' ] L) L}

(b) The parties contemplate that the Government will allot additional amounts to this contract from time to time
for the incrementally funded CLINs/SLINs by unilateral contract modification, and any such modification shall
state separately the amount(s) allotted for cost, the amount(s) allotted for fee, the CLINs/SLINs covered thereby,
and the period of performance which the amount(s) are expected to cover.

(c) CLINs/SLINs are fully funded and performance under these CLINs/SLINS is subject to the clause of this
contract entitled "LIMITATION OF COST" (FAR 52.232-20).

(d) The Contractor shall segregate costs for the performance of incrementally funded CLINs/SLINs from the costs
of performance of fully funded CLINs/SLINSs.

H.11 SAVINGS INITIATIVES
The following cost savings initiatives are required under this Task Order:
(a) Annual Labor Escalation: ~ % Option year 1, % Option Year 2, % Option Year 3, % Option Year 4

(b) Maximum Pass-Thru Rate: There are no subcontractors on this task order.



CONTRACT NO. DELIVERY ORDER NO. AMENDMENT/MODIFICATION NO. | PAGE FINAL
N00178-14-D-7204 NO0017817F3007 P00005 43 of 75

(c) Lower Fee rates than those reflected in the Base Contract: Fee rate %
(d) Other: There are no subcontractors on this task order.

(e) The Government also strongly encourages the prime contractor to eliminate "double pass-thru" costs by
avoiding second tier subcontractors/consultants during performance and where this situation is unavoidable,
limiting subcontractor pass-thru costs to the lower of: - There are no subcontractors on this task order.

(1) The prime contractor’s pass-thru rate under this order or

(2) The subcontractor’s SeaPort-e pass-thru rate where the subcontractor is also a prime contractor under
SeaPort-e.

H.12 LABOR TRIPWIRE JUSTIFICATIONS

(a) The Contractor shall advise the COR and the Contract Specialist, by email, if the pending addition of any
individual (Key or non-Key) will be at a fully loaded (through target fee) labor rate that exceeds the labor tripwire
amount in a contract labor category with no previous tripwire approval. If the contract labor category has not been
approved, the Contractor may not proceed with the addition until he is advised by the Contract Specialist that the
request has been approved.

(b) The Contractor’s request shall include: the proposed individual’s resume, labor hourly rate build-up, labor
hours per work year, detailed justification for the addition of the particular individual based on his/her technical
expertise and projected technical impact on the Task Order/Technical Instruction. If the individual is a
Subcontractor or consultant, the rate build-up shall include the Prime Contractor’s pass through rate.

(c) Currently, the labor tripwire is $156 per hour, regardless of the number of labor hours the proposed individual
will work. The Contractor will be advised of any changes to this tripwire level that occur during performance.

H.13 252.239-7001 INFORMATION ASSURANCE CONTRACTOR TRAINING AND CERTIFICATION (JAN
2008)

(a) The Contractor shall ensure that personnel accessing information systems have the proper and current
information assurance certification to perform information assurance functions in accordance with DoD
8570.01-M, or successor, Information Assurance Workforce Improvement Program. The Contractor shall meet the
applicable information assurance certification requirements, including—

(1) DoD-approved information assurance workforce certifications appropriate for each category and level as
listed in the current version of DoD 8570.01-M., or successor: and

(2) Appropriate operating system certification for information assurance technical positions as required by DoD
8570.01-M., or successor.

(b) Upon request by the Government, the Contractor shall provide documentation supporting the information
assurance certification status of personnel performing information assurance functions.

(c) Contractor personnel who do not have proper and current certifications shall be denied access to DoD
information systems for the purpose of performing information assurance functions.

H.14 5252.227-9113 GOVERNMENT-INDUSTRY DATA EXCHANGE PROGRAM (APR 2015)

(a) The Contractor shall participate in the appropriate interchange of the Government-Industry Data Exchange
Program (GIDEP) in accordance with GIDEP PUBLICATION 1 dated April 2008. Data entered is retained by the
program and provided to qualified participants. Compliance with this requirement shall not relieve the Contractor
from complying with any other requirement of the contract.

(b) The Contractor agrees to insert paragraph (a) of this requirement in any subcontract hereunder exceeding
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$500.000.00. When so inserted, the word "Contractor" shall be changed to "Subcontractor".
(c) GIDEP materials, software and information are available without charge from:

GIDEP Operations Center
P.O. Box 8000

Corona, CA 92878-8000
Phone: (951) 898-3207

FAX: (951) 898-3250
Internet: http://www.gidep.org

H.15 8(a) TASK ORDER/TASK ORDER MODIFICATION DISTRIBUTION

In accordance with the Memorandum of Agreement (MOA) between the Department of Navy and the Small
Business Administration (SBA), the successful Offeror shall provide their cognizant SBA district office with a
copy of the executed Task Order and all subsequent modifications to the Task Oder within five (5) workdays of
receipt.

H.16 ECRAFT CROSSWALK

The following ECRAFT crosswalk should be used with Section C, C.25 ECRAFT STANDARD LANGUAGE:

Contract Labor Category eCRAFT Labor Category Title Experience Key or
(current title) Level of Non-Key
Contractor Personnel

Program Manager MANAGER, PROGRAM/PROJECT II ------ MANP2 | Level II Key
Systems Engineer ENGINEER, SYSTEMS II ------ ESY2 Level II Key

Sr. Mechanical Designer ENGINEER, MECHANICAL IITI ------ EM3 Level IIT Key

Jr. Systems Engineer ENGINEER, SYSTEMS I ------ ESY1 Level I Non-Key
Mechanical Designer ENGINEER, MECHANICAL II ------ EM2 Level IT Non-Key
Sr. Writer/Editor TECHNICAL WRITER, SUPERVISORY ----- TECW | LevelI Non-Key
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SECTION I CONTRACT CLAUSES

CLAUSES INCORPORATED BY REFERENCE

52.224-1 Privacy Act Notification APR 1984
52.224-2 Privacy Act APR 1984
52 232-40 Providing Accelerated Payments to Small Business DEC2013
Subcontractors
52.237-3 IContinuity of Services JAN 1991
52.243-7 [Notification of Changes APR 1984
252.203-7003 A gency Office of the Inspector General DEC 2012
252.204-7000 Disclosure of Information AUG 2013
252.204-7005 Oral Attestation of Security Responsibilities NOV 2001
b 52 204-7009 [imitations on the I-Jse or Dlsclosgre of Third-Party Contractor AUG 2015
Reported Cyber Incident Information
252.239-7009 Representation on Use of Cloud Computing AUG 2015
252.239-7010 ICloud Computing Services AUG 2015

*All clauses in the Offerors MAC contract apply to this Task Order. except for the following:
52.216-16
52.216-17
52.219-3
52.219-4
52.227-3
52.227-13

Note: Regarding 52.244-2 -- SUBCONTRACTS (OCT 2010) - ALTERNATE I (JUNE 2007), Teaming
arrangement with any firm not included in the Contractor's basic MAC contract must be submitted to the basic
MAC Contracting Officer for approval. Team member (subcontract) additions after Task Order award must be
approved by the Task Order Contracting Officer.

CLAUSES INCORPORATED BY FULL TEXT

52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) (NAVSEA VARIATION)
(APR 2015)

(a) The Government may extend the term of this contract by written notice(s) to the Contractor within the periods
specified below. If more than one option exists the Government has the right to unilaterally exercise any such
option whether or not it has exercised other options.

ITEMS LATEST OPTION EXERCISE DATA

7100, 7901, 9100 No later than 12 months after the Task Order Award
date

7200, 7902, 9200 No later than 24 months after the Task Order Award
date

7300. 7903. 9300 No later than 36 months after the Task Order Award
date
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7400, 7904, 9400 No later than 48 months after the Task Order Award
date

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(c) The total duration of this contract, including the exercise of any option(s) under this clause, shall not exceed
five (5) years, however, in accordance with paragraph (j) of the requirement of this contract entitled "LEVEL OF
EFFORT — ALTERNATE 1", (NAVSEA 5252.216-9122), if the total manhours delineated in paragraph (a) of the
LEVEL OF EFFORT requirement, have not been expended within the period specified above, the Government
may require the Contractor to continue to perform the work until the total number of manhours specified in
paragraph (a) of the aforementioned requirement have been expended.

52.219-6 -NOTICE OF TOTAL SMALL BUSINESS SET-ASIDE (NOV 2011)

(a) Definition. “Small business concern,” as used in this clause, means a concern, including its affiliates, that is
independently owned and operated, not dominant in the field of operation in which it is bidding on Government
contracts, and qualified as a small business under the size standards in this solicitation.

(b) Applicability. This clause applies only to--
(1) Contracts that have been totally set aside or reserved for small business concerns; and

(2) Orders set aside for small business concerns under multiple-award contracts as described in 8.405-5 and

16.505(b)(2)(i)(F).*
(c¢) General.

(1) Offers are solicited only from small business concerns. Offers received from concerns that are not small
business concerns shall be considered nonresponsive and will be rejected.

(2) Any award resulting from this solicitation will be made to a small business concern.
(d) Agreement. A small business concern submitting an offer in its own name shall furnish, in performing the
contract, only end items manufactured or produced by small business concerns in the United States or its outlying
areas. If this procurement is processed under simplified acquisition procedures and the total amount of this

contract does not exceed $25.000, a small business concern may furnish the product of any domestic firm. This
paragraph does not apply to construction or service contracts.

52.219-14 LIMTATIONS ON SUBCONTRACTING (NOV 2011)

(a) This clause does not apply to the unrestricted portion of a partial set-aside.

(b) Applicability. This clause applied only to—

(1) Contracts that have been set aside or reserved for small business concerns or 8(a) concerns;

(2) Part or parts of a multiple-award contract that have been set aside for small business concerns or 8(a)
concerns; and

(3) Orders set aside for small business or 8(a) concerns under multiple-award contracts as described in 8.405-5

and 16.505(b)(2)(i)(F).

(c) By submission of an offer and execution of a contract, the Offeror/Contractor agrees that in performance of the
contract in the case of a contract for—

(1) Services (except construction). At least 50 percent of the cost of contract performance incurred for personnel
shall be expended for employees of the concern.

(2) Supplies (other than procurement from a nonmanufacturer of such supplies). The concern shall perform work
for at least 50 percent of the cost of manufacturing the supplies, not including the cost of materials.
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(3) General construction. The concern will perform at least 15 percent of the cost of the contract. not including
the cost of materials, with its own employees.

(4) Construction by special trade contractors. The concern will perform at least 25 percent of the cost of the
contract, not including the cost of materials, with its own employees.

52.219-17 -- SECTION 8(a) AWARD (Dec 1996)
(a) By execution of a contract, the Small Business Administration (SBA) agrees to the following:

(1) To furnish the supplies or services set forth in the contract according to the specifications and the terms and
conditions by subcontracting with the Offeror who has been determined an eligible concern pursuant to the
provisions of section 8(a) of the Small Business Act. as amended (15 U.S.C. 637(a)).

(2) Except for novation agreements and advance payments, delegates to the Naval Surface Warfare Center
Dahlgren Division (NSWCDD) the responsibility for administering the contract with complete authority to take
any action on behalf of the Government under the terms and conditions of the contract; provided, however that the
contracting agency shall give advance notice to the SBA before it issues a final notice terminating the right of the
subcontractor to proceed with further performance, either in whole or in part, under the contract.

(3) That payments to be made under the contract will be made directly to the subcontractor by the contracting
activity.

(4) To notify the Naval Surface Warfare Center Dahlgren Division NSWCDD) Contracting Officer immediately
upon notification by the subcontractor that the owner or owners upon whom 8(a) eligibility was based plan to
relinquish ownership or control of the concern.

(5) That the subcontractor awarded a subcontract hereunder shall have the right of appeal from decisions of the
cognizant Contracting Officer under the “Disputes” clause of the subcontract.

(b) The offeror/subcontractor agrees and acknowledges that it will, for and on behalf of the SBA, fulfill and
perform all of the requirements of the contract.

(c) The offeror/subcontractor agrees that it will not subcontract the performance of any of the requirements of this
subcontract to any lower tier subcontractor without the prior written approval of the SBA and the cognizant
Contracting Officer of the NSWC Dahlgren Division.

52.219-18 NOTIFICATION OF COMPETITION LIMITED TO ELIGIBLE 8(A) CONCERNS (JUNE 2003)

(a) Offers are solicited only from small business concerns expressly certified by the Small Business
Administration (SBA) for participation in the SBA’s 8(a) Program and which meet the following criteria at the
time of submission of offer—

(1) The Offeror is in conformance with the 8(a) support limitation set forth in its approved business plan; and

(2) The Offeror is in conformance with the Business Activity Targets set forth in its approved business plan or any
remedial action directed by the SBA.

(b) By submission of its offer, the Offeror represents that it meets all of the criteria set forth in paragraph (a) of
this clause.

(c) Any award resulting from this solicitation will be made to the Small Business Administration, which will
subcontract performance to the successful 8(a) offeror selected through the evaluation criteria set forth in this
solicitation.

(d) (1) Agreement. A small business concern submitting an offer in its own name shall furnish, in performing the
contract, only end items manufactured or produced by small business concerns in the United States or its outlying
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areas. If this procurement is processed under simplified acquisition procedures and the total amount of this
contract does not exceed $25,000, a small business concern may furnish the product of any domestic firm. This
paragraph does not apply to construction or service contracts.

(2) The contractor will notify the Naval Surface Warfare Center, Dahlgren Division NSWCDD)Contracting
Officer in writing immediately upon entering an agreement (either oral or written) to transfer all or part of its
stock or other ownership interest to any other party.

(3) The offeror's approved business plan is on the file and serviced by the Alaska District Office.
52.222-2 PAYMENT FOR OVERTIME PREMIUMS (JUL 1990)

(a) The use of overtime is authorized under this contract if the overtime premium does not exceed $254.250 or the
overtime premium is paid for work--

(1) Necessary to cope with emergencies such as those resulting from accidents, natural disasters, breakdowns of
production equipment, or occasional production bottlenecks of a sporadic nature;

(2) By indirect-labor employees such as those performing duties in connection with administration, protection,
transportation, maintenance, standby plant protection, operation of utilities, or accounting;

(3) To perform tests, industrial processes, laboratory procedures, loading or unloading of transportation
conveyances, and operations in flight or afloat that are continuous in nature and cannot reasonably be interrupted
or completed otherwise; or

(4) That will result in lower overall costs to the Government.

(b) Any request for estimated overtime premiums that exceeds the amount specified above shall include all
estimated overtime for contract completion and shall--

(1) Identify the work unit; e.g., department or section in which the requested overtime will be used, together with
present workload, staffing, and other data of the affected unit sufficient to permit the Contracting Officer to
evaluate the necessity for the overtime;

(2) Demonstrate the effect that denial of the request will have on the contract delivery or performance schedule;

(3) Identify the extent to which approval of overtime would affect the performance or payments in connection
with other Government contracts, together with identification of each affected contract; and

(4) Provide reasons why the required work cannot be performed by using multishift operations or by employing
additional personnel.

* Insert either "zero" or the dollar amount agreed to during negotiations. The inserted figure does not apply to the
exceptions in subparagraph (a)(1) through (a)(4) of the clause.

52.243-7 NOTIFICATION OF CHANGES (APR 1984)

(a) Definitions. "Contracting Officer," as used in this clause, does not include any representative of the Contracting
Officer.

"Specifically Authorized Representative (SAR)." as used in this clause, means any person the Contracting Officer
has so designated by written notice (a copy of which shall be provided to the Contractor) which shall refer to this
subparagraph and shall be issued to the designated representative before the SAR exercises such authority.

(b) Notice. The primary purpose of this clause is to obtain prompt reporting of Government conduct that the
Contractor considers to constitute a change to this contract. Except for changes identified as such in writing and
signed by the Contracting Officer, the Contractor shall notify the Administrative Contracting Officer in writing
promptly, within __ (to be negotiated) calendar days from the date that the Contractor identifies any
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Government conduct (including actions, inactions, and written or oral communications) that the Contractor regards
as a change to the contract terms and conditions. On the basis of the most accurate information available to the
Contractor, the notice shall state --

(1) The date, nature, and circumstances of the conduct regarded as a change;

(2) The name, function, and activity of each Government individual and Contractor official or employee involved
in or knowledgeable about such conduct;

(3) The identification of any documents and the substance of any oral communication involved in such conduct;
(4) In the instance of alleged acceleration of scheduled performance or delivery, the basis upon which it arose;

(5) The particular elements of contract performance for which the Contractor may seek an equitable adjustment
under this clause, including --

(i) What contract line items have been or may be affected by the alleged change:
(i) What labor or materials or both have been or may be added, deleted, or wasted by the alleged change;

(111) To the extent practicable, what delay and disruption in the manner and sequence of performance and effect on
continued performance have been or may be caused by the alleged change;

(iv) What adjustments to contract price, delivery schedule, and other provisions affected by the alleged change are
estimated; and

(6) The Contractor’s estimate of the time by which the Government must respond to the Contractor’s notice to
minimize cost, delay or disruption of performance.

(¢) Continued performance. Following submission of the notice required by paragraph (b) of this clause, the
Contractor shall diligently continue performance of this contract to the maximum extent possible in accordance
with its terms and conditions as construed by the Contractor, unless the notice reports a direction of the
Contracting Officer or a communication from a SAR of the Contracting Officer, in either of which events the
Contractor shall continue performance; provided, however, that if the Contractor regards the direction or
communication as a change as described in paragraph (b) of this clause, notice shall be given in the manner
provided. All directions, communications, interpretations, orders and similar actions of the SAR shall be reduced
to writing promptly and copies furnished to the Contractor and to the Contracting Officer. The Contracting Officer
shall promptly countermand any action which exceeds the authority of the SAR.

(d) Government response. The Contracting Officer shall promptly, within (to be negotiated) calendar days
after receipt of notice, respond to the notice in writing. In responding, the Contracting Officer shall either --

(1) Confirm that the conduct of which the Contractor gave notice constitutes a change and when necessary direct
the mode of further performance;

(2) Countermand any communication regarded as a change;

(3) Deny that the conduct of which the Contractor gave notice constitutes a change and when necessary direct the
mode of further performance; or

(4) In the event the Contractor’s notice information is inadequate to make a decision under subparagraphs (d)(1),
(2). or (3) of this clause, advise the Contractor what additional information is required, and establish the date by
which it should be furnished and the date thereafter by which the Government will respond.

(e) Equitable adjustments.

(1) If the Contracting Officer confirms that Government conduct effected a change as alleged by the Contractor,
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and the conduct causes an increase or decrease in the Contractor’s cost of, or the time required for, performance of
any part of the work under this contract, whether changed or not changed by such conduct, an equitable
adjustment shall be made --

(1) In the contract price or delivery schedule or both; and
(i1) In such other provisions of the contract as may be affected.

(2) The contract shall be modified in writing accordingly. In the case of drawings, designs or specifications which
are defective and for which the Government is responsible, the equitable adjustment shall include the cost and
time extension for delay reasonably incurred by the Contractor in attempting to comply with the defective
drawings, designs or specifications before the Contractor identified, or reasonably should have identified, such
defect. When the cost of property made obsolete or excess as a result of a change confirmed by the Contracting
Officer under this clause is included in the equitable adjustment, the Contracting Officer shall have the right to
prescribe the manner of disposition of the property. The equitable adjustment shall not include increased costs or
time extensions for delay resulting from the Contractor’s failure to provide notice or to continue performance as
provided, respectively, in paragraphs (b) and (c) of this clause.

NOTE: The phrases "contract price" and "cost" wherever they appear in the clause, may be appropriately modified
to apply to cost-reimbursement or incentive contracts, or to combinations thereof.

252.204-7008 COMPLIANCE WITH SAFEGUARDING COVERED DEFENSE INFORMATION CONTROLS
(DEC 2015)

(a) Definitions. As used in this provision—

2 &

“Controlled technical information,” “covered contractor information system,” and “covered defense information”

are defined in clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting.

(b) The security requirements required by contract clause 252.204-7012, Covered Defense Information and Cyber
Incident Reporting, shall be implemented for all covered defense information on all covered contractor
information systems that support the performance of this contract.

(c) For covered contractor information systems that are not part of an information technology (IT) service or
system operated on behalf of the Government (see 252.204-7012(b)(1)(i1))—

(1) By submission of this offer, the Offeror represents that it will implement the security requirements
specified by National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting
Controlled Unclassified Information in Nonfederal Information Systems and Organizations” (see http://dx.doi.org
/10.6028/NIST.SP.800-171), not later than December 31, 2017.

(2)(1) If the Offeror proposes to vary from any of the security requirements specified by NIST SP 800-171
that is in effect at the time the solicitation is issued or as authorized by the Contracting Officer, the Offeror shall
submit to the Contracting Officer, for consideration by the DoD Chief Information Officer (CIO), a written
explanation of—

(A) Why a particular security requirement is not applicable; or

(B) How an alternative but equally effective, security measure is used to compensate for the inability to
satisfy a particular requirement and achieve equivalent protection.

(i1) An authorized representative of the DoD CIO will adjudicate Offeror requests to vary from NIST SP
800-171 requirements in writing prior to contract award. Any accepted variance from NIST SP 800-171 shall be
incorporated into the resulting contract.

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT
REPORTING (DEC 2015)
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(a) Definitions. As used in this clause—

“Adequate security” means protective measures that are commensurate with the consequences and probability of
loss. misuse, or unauthorized access to, or modification of information.

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a
system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an
object, or the copying of information to unauthorized media may have occurred.

“Contractor attributional/proprietary information” means information that identifies the contractor(s), whether
directly or indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g., program
description, facility locations), personally identifiable information, as well as trade secrets, commercial or financial
information, or other commercially sensitive information that is not customarily shared outside of the company.

“Contractor information system” means an information system belonging to. or operated by or for, the Contractor.

“Controlled technical information” means technical information with military or space application that is subject to
controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination.
Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F
using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical Documents. The term
does not include information that is lawfully publicly available without restrictions.

“Covered contractor information system” means an information system that is owned, or operated by or for, a
contractor and that processes, stores, or transmits covered defense information.

“Covered defense information” means unclassified information that—
(i) Is—

(A) Provided to the contractor by or on behalf of DoD in connection with the performance of the contract;
or

(B) Collected, developed, received, transmitted. used, or stored by or on behalf of the contractor in support
of the performance of the contract; and

(i1) Falls in any of the following categories:
(A) Controlled technical information.

(B) Critical information (operations security). Specific facts identified through the Operations Security
process about friendly intentions, capabilities, and activities vitally needed by adversaries for them to plan and act
effectively so as to guarantee failure or unacceptable consequences for friendly mission accomplishment (part of
Operations Security process).

(C) Export control. Unclassified information concerning certain items, commodities, technology, software,
or other information whose export could reasonably be expected to adversely affect the United States national
security and nonproliferation objectives. To include dual use items: items identified in export administration
regulations, international traffic in arms regulations and munitions list; license applications; and sensitive nuclear
technology information.

(D) Any other information, marked or otherwise identified in the contract, that requires safeguarding or
dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies (e.g.,
privacy, proprietary business information).

“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an
actual or potentially adverse effect on an information system and/or the information residing therein.
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“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for
investigative purposes in a manner that maintains the integrity of the data.

“Malicious software” means computer software or firmware intended to perform an unauthorized process that will
have adverse impact on the confidentiality, integrity, or availability of an information system. This definition
includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well as spyware and some
forms of adware.

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks,
magnetic disks, large-scale integration memory chips, and printouts onto which information is recorded. stored, or
printed within an information system.

“Operationally critical support” means supplies or services designated by the Government as critical for airlift,
sealift. intermodal transportation services, or logistical support that is essential to the mobilization, deployment, or
sustainment of the Armed Forces in a contingency operation.

“Rapid(ly) report(ing)” means within 72 hours of discovery of any cyber incident.

“Technical information” means technical data or computer software, as those terms are defined in the clause at
DFARS 252.227-7013, Rights in Technical Data-Non Commercial Items, regardless of whether or not the clause is
incorporated in this solicitation or contract. Examples of technical information include research and engineering
data, engineering drawings, and associated lists, specifications, standards, process sheets, manuals, technical
reports, technical orders, catalog-item identifications, data sets, studies and analyses and related information, and
computer software executable code and source code.

(b) Adequate security. The Contractor shall provide adequate security for all covered defense information on all
covered contractor information systems that support the performance of work under this contract. To provide
adequate security, the Contractor shall—

(1) Implement information systems security protections on all covered contractor information systems
including, at a minimum—

(1) For covered contractor information systems that are part of an Information Technology (IT) service
or system operated on behalf of the Government—

(A) Cloud computing services shall be subject to the security requirements specified in the clause
252.239-7010, Cloud Computing Services, of this contract; and

(B) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the
security requirements specified elsewhere in this contract; or

(i1) For covered contractor information systems that are not part of an IT service or system operated on behalf of
the Government and therefore are not subject to the security requirement specified at paragraph (b)(1)(i) of this
clause—

(A) The security requirements in National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and
Organizations,”  http://dx.doi.org/10.6028/NIST.SP.800-171 that is in effect at the time the solicitation is issued
or as authorized by the Contracting Officer, as soon as practical, but not later than December 31, 2017. The
Contractor shall notify the DoD CIO, via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any
security requirements specified by NIST SP 800-171 not implemented at the time of contract award; or

(B) Alternative but equally effective security measures used to compensate for the inability to satisfy a
particular requirement and achieve equivalent protection accepted in writing by an authorized representative of the
DoD CIO; and

(2) Apply other information systems security measures when the Contractor easonably determines that
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information systems security measures, in addition to those identified in paragraph (b)(1) of this clause, may be
required to provide adequate security in a dynamic environment based on an assessed risk or vulnerability.

(c) Cyber incident reporting requirement.

(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the
covered defense information residing therein, or that affects the contractor’s ability to perform the requirements of
the contract that are designated as operationally critical support, the Contractor shall—

(i) Conduct a review for evidence of compromise of covered defense information, including, but not limited
to, identifying compromised computers, servers, specific data, and user accounts. This review shall also include
analyzing covered contractor information system(s) that were part of the cyber incident, as well as other
information systems on the Contractor’s network(s), that may have been accessed as a result of the incident in
order to identify compromised covered defense information, or that affect the Contractor’s ability to provide
operationally critical support; and

(i1) Rapidly report cyber incidents to DoD at http://dibnet.dod mil.

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and
shall include, at a minimum, the required elements at http://dibnet.dod.mil.

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this clause, the
Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber
incidents. For information on obtaining a DoD-approved medium assurance certificate, see http://iase.disa mil
/pki/eca/Pages/index.aspx.

(d) Malicious software. The Contractor or subcontractors that discover and isolate malicious software in
connection with a reported cyber incident shall submit the malicious software in accordance with instructions
provided by the Contracting Officer.

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the
Contractor shall preserve and protect images of all known affected information systems identified in paragraph
(c)(1)(1) of this clause and all relevant monitoring/packet capture data for at least 90 days from the submission of
the cyber incident report to allow DoD to request the media or decline interest.

(f) Access to additional information or equipment necessary for forensic analysis. Upon request by DoD,
the Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a
forensic analysis.

(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the
Contracting Officer will request that the Contractor provide all of the damage assessment information gathered in
accordance with paragraph (e) of this clause.

(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government shall
protect against the unauthorized use or release of information obtained from the contractor (or derived from
information obtained from the contractor) under this clause that includes contractor attributional/proprietary
information, including such information submitted in accordance with paragraph (c). To the maximum extent
practicable, the Contractor shall identify and mark attributional/proprietary information. In making an authorized
release of such information, the Government will implement appropriate procedures to minimize the contractor
attributional/proprietary information that is included in such authorized release, seeking to include only that
information that is necessary for the authorized purpose(s) for which the information is being released.

(1) Use and release of contractor attributional/proprietary information not created by or for DoD. Information
that is obtained from the contractor (or derived from information obtained from the contractor) under this clause
that is not created by or for DoD is authorized to be released outside of DoD—
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(1) To entities with missions that may be affected by such information;
(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;
(3) To Government entities that conduct counterintelligence or law enforcement investigations;

(4) For national security purposes, including cyber situational awareness and defense purposes (including
with Defense Industrial Base (DIB) participants in the program at 32 CFR part 236); or

(5) To a support services contractor (“recipient”) that is directly supporting Government activities under a
contract that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor
Reported Cyber Incident Information.

() Use and release of contractor attributional/proprietary information created by or for DoD. Information that is
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is
created by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized
to be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and
for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory. and policy
based restrictions on the Government’s use and release of such information.

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations
on the interception, monitoring, access, use, and disclosure of electronic communications and data.

(1) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this
clause in no way abrogates the Contractor’s responsibility for other safeguarding or cyber incident reporting
pertaining to its unclassified information systems as required by other applicable clauses of this contract, or as a
result of other applicable U.S. Government statutory or regulatory requirements.

(m) Subcontracts. The Contractor shall—

(1) Include this clause, including this paragraph (m). in subcontracts, or similar contractual instruments, for
operationally critical support, or for which subcontract performance will involve a covered contractor information
system, including subcontracts for commercial items, without alteration, except to identify the parties; and

(2) When this clause is included in a subcontract, require subcontractors to rapidly report cyber incidents
directly to DoD at http://dibnet.dod.mil and the prime Contractor. This includes providing the incident report
number, automatically assigned by DoD., to the prime Contractor (or next higher-tier subcontractor) as soon as
practicable

252.227-7013 RIGHTS IN TECHNICAL DATA--NONCOMMERCIAL ITEMS (FEB 2014)
(a) Definitions. As used in this clause—

(1) “Computer data base” means a collection of data recorded in a form capable of being processed by a
computer. The term does not include computer software.

(2) “Computer program” means a set of instructions, rules, or routines recorded in a form that is capable of
causing a computer to perform a specific operation or series of operations.

(3) “Computer software” means computer programs, source code, source code listings, object code listings,
design details, algorithms, processes, flow charts, formulae and related material that would enable the software to
be reproduced, recreated, or recompiled. Computer software does not include computer data bases or computer
software documentation.

(4) “Computer software documentation” means owner's manuals, user's manuals, installation instructions,
operating instructions, and other similar items, regardless of storage medium, that explain the capabilities of the
computer software or provide instructions for using the software.

(5) "Covered Government support contractor" means a contractor (other than a litigation support contractor
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covered by 252.204-7014) under a contract, the primary purpose of which is to furnish independent and impartial
advice or technical assistance directly to the Government in support of the Government’s management and
oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or
effort), provided that the contractor—

(1) Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with
any direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or
services of the type developed or produced on the program or effort: and

(i1) Receives access to technical data or computer software for performance of a Government contract that
contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information
Marked with Restrictive Legends.

(6) “Detailed manufacturing or process data” means technical data that describe the steps, sequences, and
conditions of manufacturing, processing or assembly used by the manufacturer to produce an item or component
or to perform a process.

(7) “Developed” means that an item, component, or process exists and is workable. Thus, the item or
component must have been constructed or the process practiced. Workability is generally established when the
item, component, or process has been analyzed or tested sufficiently to demonstrate to reasonable people skilled in
the applicable art that there is a high probability that it will operate as intended. Whether, how much, and what
type of analysis or testing is required to establish workability depends on the nature of the item, component, or
process, and the state of the art. To be considered “developed,” the item, component, or process need not be at the
stage where it could be offered for sale or sold on the commercial market, nor must the item, component, or
process be actually reduced to practice within the meaning of Title 35 of the United States Code.

(8) “Developed exclusively at private expense” means development was accomplished entirely with costs
charged to indirect cost pools, costs not allocated to a government contract, or any combination thereof.

(1) Private expense determinations should be made at the lowest practicable level.

(1) Under fixed-price contracts, when total costs are greater than the firm-fixed-price or ceiling price of the
contract, the additional development costs necessary to complete development shall not be considered when
determining whether development was at government, private, or mixed expense.

(9) “Developed exclusively with government funds” means development was not accomplished exclusively or
partially at private expense.

(10) “Developed with mixed funding” means development was accomplished partially with costs charged to
indirect cost pools and/or costs not allocated to a government contract, and partially with costs charged directly to
a government contract.

(11) “Form, fit, and function data” means technical data that describes the required overall physical, functional,
and performance characteristics (along with the qualification requirements, if applicable) of an item, component,
or process to the extent necessary to permit identification of physically and functionally interchangeable items.

(12) “Government purpose” means any activity in which the United States Government is a party, including
cooperative agreements with international or multi-national defense organizations, or sales or transfers by the
United States Government to foreign governments or international organizations. Government purposes include
competitive procurement, but do not include the rights to use, modify. reproduce, release, perform, display, or
disclose technical data for commercial purposes or authorize others to do so.

(13) “Government purpose rights” means the rights to—

(1) Use, modify, reproduce, release, perform, display. or disclose technical data within the Government
without restriction; and

(i1) Release or disclose technical data outside the Government and authorize persons to whom release or
disclosure has been made to use, modify, reproduce, release, perform, display, or disclose that data for United
States government purposes.

(14) “Limited rights” means the rights to use, modify. reproduce, release, perform, display. or disclose technical
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data, in whole or in part, within the Government. The Government may not, without the written permission of the
party asserting limited rights, release or disclose the technical data outside the Government, use the technical data
for manufacture, or authorize the technical data to be used by another party, except that the Government may
reproduce, release, or disclose such data or authorize the use or reproduction of the data by persons outside the
Government if—

(1) The reproduction, release, disclosure, or use is—
(A) Necessary for emergency repair and overhaul; or
(B) A release or disclosure to—

(1) A covered Government support contractor in performance of its covered Government support contract for
use, modification, reproduction, performance, display, or release or disclosure to a person authorized to receive
limited rights technical data; or

(2) A foreign government, of technical data other than detailed manufacturing or process data, when use of
such data by the foreign government is in the interest of the Government and is required for evaluational or
informational purposes;

(i1) The recipient of the technical data is subject to a prohibition on the further reproduction, release,
disclosure, or use of the technical data; and

(111) The contractor or subcontractor asserting the restriction is notified of such reproduction, release,
disclosure, or use.

(15) “Technical data” means recorded information, regardless of the form or method of the recording, of a
scientific or technical nature (including computer software documentation). The term does not include computer
software or data incidental to contract administration, such as financial and/or management information.

(16) “Unlimited rights” means rights to use, modify, reproduce, perform, display. release, or disclose technical
data in whole or in part, in any manner, and for any purpose whatsoever, and to have or authorize others to do so.

(b) Rights in technical data. The Contractor grants or shall obtain for the Government the following royalty free,
world-wide, nonexclusive, irrevocable license rights in technical data other than computer software documentation
(see the Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation
clause of this contract for rights in computer software documentation):

(1) Unlimited rights. The Government shall have unlimited rights in technical data that are—

(1) Data pertaining to an item, component, or process which has been or will be developed exclusively with
Government funds;

(i1) Studies, analyses, test data, or similar data produced for this contract, when the study. analysis, test, or
similar work was specified as an element of performance:

(111) Created exclusively with Government funds in the performance of a contract that does not require the
development, manufacture, construction, or production of items, components, or processes;

(iv) Form, fit, and function data:

(v) Necessary for installation, operation, maintenance, or training purposes (other than detailed
manufacturing or process data);

(vi) Corrections or changes to technical data furnished to the Contractor by the Government;

(vii) Otherwise publicly available or have been released or disclosed by the Contractor or subcontractor
without restrictions on further use, release or disclosure, other than a release or disclosure resulting from the sale,
transfer, or other assignment of interest in the technical data to another party or the sale or transfer of some or all
of a business entity or its assets to another party;

(viii) Data in which the Government has obtained unlimited rights under another Government contract or as
a result of negotiations; or
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(ix) Data furnished to the Government, under this or any other Government contract or subcontract
thereunder, with—

(A) Government purpose license rights or limited rights and the restrictive condition(s) has/have expired;
or

(B) Government purpose rights and the Contractor's exclusive right to use such data for commercial
purposes has expired.

(2) Government purpose rights.

(i) The Government shall have government purpose rights for a five-year period, or such other period as
may be negotiated, in technical data—

(A) That pertain to items, components, or processes developed with mixed funding except when the
Government is entitled to unlimited rights in such data

as provided in paragraphs (b)(1)(ii) and (b)(1)(iv) through (b)(1)(ix) of this clause; or

(B) Created with mixed funding in the performance of a contract that does not require the development,
manufacture, construction, or production of items, components, or processes.

(i1) The five-year period, or such other period as may have been negotiated, shall commence upon execution
of the contract, subcontract, letter contract (or similar contractual instrument), contract modification, or option
exercise that required development of the items, components, or processes or creation of the data described in
paragraph (b)(2)(1)(B) of this clause. Upon expiration of the five-year or other negotiated period, the Government
shall have unlimited rights in the technical data.

(111) The Government shall not release or disclose technical data in which it has government purpose rights
unless—

(A) Prior to release or disclosure, the intended recipient is subject to the non-disclosure agreement at
227.7103-7 of the Defense Federal Acquisition Regulation Supplement (DFARS); or

(B) The recipient is a Government contractor receiving access to the data for performance of a
Government contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of
Government-Furnished Information Marked with Restrictive Legends.

(iv) The Contractor has the exclusive right, including the right to license others, to use technical data in
which the Government has obtained government purpose rights under this contract for any commercial purpose
during the time period specified in the government purpose rights legend prescribed in paragraph (£)(2) of this
clause.

(3) Limited rights.

(1) Except as provided in paragraphs (b)(1)(i1) and (b)(1)(iv) through (b)(1)(ix) of this clause, the Government
shall have limited rights in technical data—

(A) Pertaining to items, components, or processes developed exclusively at private expense and marked with
the limited rights legend prescribed in paragraph (f) of this clause; or

(B) Created exclusively at private expense in the performance of a contract that does not require the
development, manufacture, construction, or production of items, components, or processes.

(i1) The Government shall require a recipient of limited rights data for emergency repair or overhaul to destroy
the data and all copies in its possession promptly following completion of the emergency repair/overhaul and to
notify the Contractor that the data have been destroyed.

(ii1) The Contractor, its subcontractors, and suppliers are not required to provide the Government additional
rights to use, modify, reproduce, release, perform, display, or disclose technical data furnished to the Government
with limited rights. However, if the Government desires to obtain additional rights in technical data in which it has
limited rights, the Contractor agrees to promptly enter into negotiations with the Contracting Officer to determine
whether there are acceptable terms for transferring such rights. All technical data in which the Contractor has
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granted the Government additional rights shall be listed or described in a license agreement made part of the
contract. The license shall enumerate the additional rights granted the Government in such data.

(iv) The Contractor acknowledges that—
(A) Limited rights data are authorized to be released or disclosed to covered Government support contractors;
(B) The Contractor will be notified of such release or disclosure;

(C) The Contractor (or the party asserting restrictions as identified in the limited rights legend) may require
each such covered Government support contractor to enter into a non-disclosure agreement directly with the
Contractor (or the party asserting restrictions) regarding the covered Government support contractor’ use of such
data, or alternatively, that the Contractor (or party asserting restrictions) may waive in writing the requirement for
a non-disclosure agreement; and

(D) Any such non-disclosure agreement shall address the restrictions on the covered Government support
contractor's use of the limited rights data as set forth in the clause at 252.227-7025. Limitations on the Use or
Disclosure of Government-Furnished Information Marked with Restrictive Legends. The non-disclosure agreement
shall not include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure
agreement.

(4) Specifically negotiated license rights. The standard license rights granted to the Government under paragraphs
(b)(1) through (b)(3) of this clause, including the period during which the Government shall have government
purpose rights in technical data, may be modified by mutual agreement to provide such rights as the parties
consider appropriate but shall not provide the Government lesser rights than are enumerated in paragraph (a)(14)
of this clause. Any rights so negotiated shall be identified in a license agreement made part of this contract.

(5) Prior government rights. Technical data that will be delivered, furnished, or otherwise provided to the
Government under this contract, in which the Government has previously obtained rights shall be delivered,
furnished, or provided with the pre-existing rights, unless—

(1) The parties have agreed otherwise; or

(i1) Any restrictions on the Government's rights to use, modify. reproduce, release, perform, display, or disclose
the data have expired or no longer apply.

(6) Release from liability. The Contractor agrees to release the Government from liability for any release or
disclosure of technical data made in accordance with paragraph (a)(14) or (b)(2)(iii) of this clause, in accordance
with the terms of a license negotiated under paragraph (b)(4) of this clause, or by others to whom the recipient has
released or disclosed the data and to seek relief solely from the party who has improperly used, modified,
reproduced, released, performed, displayed. or disclosed Contractor data marked with restrictive legends.

(c) Contractor rights in technical data. All rights not granted to the Government are retained by the Contractor.

(d) Third party copyrighted data. The Contractor shall not, without the written approval of the Contracting Officer,
incorporate any copyrighted data in the technical data to be delivered under this contract unless the Contractor is
the copyright owner or has obtained for the Government the license rights necessary to perfect a license or
licenses in the deliverable data of the appropriate scope set forth in paragraph (b) of this clause, and has affixed a
statement of the license or licenses obtained on behalf of the Government and other persons to the data transmittal
document.

(e) Identification and delivery of data to be furnished with restrictions on use, release, or disclosure.

(1) This paragraph does not apply to restrictions based solely on copyright.

(2) Except as provided in paragraph (e)(3) of this clause, technical data that the Contractor asserts should be
furnished to the Government with restrictions on use, release, or disclosure are identified in an attachment to this
contract (the Attachment). The Contractor shall not deliver any data with restrictive markings unless the data are

listed on the Attachment.

(3) In addition to the assertions made in the Attachment, other assertions may be identified after award when
based on new information or inadvertent omissions unless the inadvertent omissions would have materially
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affected the source selection decision. Such identification and assertion shall be submitted to the Contracting
Officer as soon as practicable prior to the scheduled date for delivery of the data, in the following format, and
signed by an official authorized to contractually obligate the Contractor:

Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure of Technical Data.

The Contractor asserts for itself, or the persons identified below, that the Government's rights to use, release, or
disclose the following technical data should be restricted—

|Techm'cal Data | | |Name of Person
|to be Furnished |Basis for lAssened Rights |Asse11ing

|With Restrictions* |Assertion* * |Category* ** |Restrictions* *kk
(LIST) NONE |(LIST) NONE (LIST) NONE |LIST) NONE

*If the assertion is applicable to items, components, or processes developed at private expense, identify both the
data and each such item, component, or process.

**Generally, the development of an item, component, or process at private expense, either exclusively or partially,
is the only basis for asserting restrictions on the Government's rights to use, release, or disclose technical data
pertaining to such items. components, or processes. Indicate whether development was exclusively or partially at
private expense. If development was not at private expense, enter the specific reason for asserting that the
Government's rights should be restricted.

***Enter asserted rights category (e.g., government purpose license rights from a prior contract, rights in SBIR
data generated under another contract, limited or government purpose rights under this or a prior contract, or

specifically negotiated licenses).

****Corporation, individual, or other person, as appropriate.

Date
Printed Name and Title

Signature

(End of identification and assertion)

(4) When requested by the Contracting Officer, the Contractor shall provide sufficient information to enable the
Contracting Officer to evaluate the Contractor's assertions. The Contracting Officer reserves the right to add the
Contractor's assertions to the Attachment and validate any listed assertion, at a later date, in accordance with the
procedures of the Validation of Restrictive Markings on Technical Data clause of this contract.

(f) Marking requirements. The Contractor, and its subcontractors or suppliers, may only assert restrictions on the
Government's rights to use, modify, reproduce, release, perform, display. or disclose technical data to be delivered
under this contract by marking the deliverable data subject to restriction. Except as provided in paragraph (f)(5) of
this clause, only the following legends are authorized under this contract: the government purpose rights legend at
paragraph (f)(2) of this clause; the limited rights legend at paragraph (f)(3) of this clause; or the special license
rights legend at paragraph (f)(4) of this clause; and/or a notice of copyright as prescribed under 17 U.S.C. 401 or
402.

(1) General marking instructions. The Contractor, or its subcontractors or suppliers, shall conspicuously and
legibly mark the appropriate legend on all technical data that qualify for such markings. The authorized legends
shall be placed on the transmittal document or storage container and, for printed material, each page of the printed
material containing technical data for which restrictions are asserted. When only portions of a page of printed
material are subject to the asserted restrictions, such portions shall be identified by circling, underscoring, with a
note, or other appropriate identifier. Technical data transmitted directly from one computer or computer terminal to
another shall contain a notice of asserted restrictions. Reproductions of technical data or any portions thereof
subject to asserted restrictions shall also reproduce the asserted restrictions.

(2) Government purpose rights markings. Data delivered or otherwise furnished to the Government with
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government purpose rights shall be marked as follows:

GOVERNMENT PURPOSE RIGHTS

Contract No.
Contractor Name
Contractor Address

Expiration Date

The Government's rights to use, modify. reproduce, release, perform, display, or disclose these technical data are
restricted by paragraph (b)(2) of the Rights in Technical Data—Noncommercial Items clause contained in the
above identified contract. No restrictions apply after the expiration date shown above. Any reproduction of
technical data or portions thereof marked with this legend must also reproduce the markings.

(End of legend)

(3) Limited rights markings. Data delivered or otherwise furnished to the Government with limited rights shall be
marked with the following legend:

LIMITED RIGHTS

Contract No.
Contractor Name
Contractor Address

The Government's rights to use, modify. reproduce, release, perform, display, or disclose these technical data are
restricted by paragraph (b)(3) of the Rights in Technical Data--Noncommercial Items clause contained in the
above identified contract. Any reproduction of technical data or portions thereof marked with this legend must also
reproduce the markings. Any person, other than the Government, who has been provided access to such data must
promptly notify the above named Contractor.

(End of legend)
(4) Special license rights markings.

(1) Data in which the Government's rights stem from a specifically negotiated license shall be marked with the
following legend:

SPECIAL LICENSE RIGHTS

The Government's rights to use, modify, reproduce, release, perform, display, or
disclose these data are restricted by Contract No. (Insert contract
number) . License No. _ (Insert license identifier) . Any reproduction
of technical data or portions thereof marked with this legend must also
reproduce the markings.

(End of legend)

(i1) For purposes of this clause, special licenses do not include government purpose license rights acquired
under a prior contract (see paragraph (b)(5) of this clause).

(5) Pre-existing data markings. If the terms of a prior contract or license permitted the Contractor to restrict the
Government's rights to use, modify, reproduce, release, perform, display, or disclose technical data deliverable
under this contract, and those restrictions are still applicable, the Contractor may mark such data with the
appropriate restrictive legend for which the data qualified under the prior contract or license. The marking
procedures in paragraph (f)(1) of this clause shall be followed.
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(g) Contractor procedures and records. Throughout performance of this contract, the Contractor and its
subcontractors or suppliers that will deliver technical data with other than unlimited rights, shall—

(1) Have, maintain, and follow written procedures sufficient to assure that restrictive markings are used only
when authorized by the terms of this clause: and

(2) Maintain records sufficient to justify the validity of any restrictive markings on technical data delivered
under this contract.

(h) Removal of unjustified and nonconforming markings.

(1) Unjustified technical data markings. The rights and obligations of the parties regarding the validation of
restrictive markings on technical data furnished or to be furnished under this contract are contained in the
Validation of Restrictive Markings on Technical Data clause of this contract. Notwithstanding any provision of this
contract concerning inspection and acceptance, the Government may ignore or, at the Contractor's expense, correct
or strike a marking if, in accordance with the procedures in the Validation of Restrictive Markings on Technical
Data clause of this contract, a restrictive marking is determined to be unjustified.

(2) Nonconforming technical data markings. A nonconforming marking is a marking placed on technical data
delivered or otherwise furnished to the Government under this contract that is not in the format authorized by this
contract. Correction of nonconforming markings is not subject to the Validation of Restrictive Markings on
Technical Data clause of this contract. If the Contracting Officer notifies the Contractor of a nonconforming
marking and the Contractor fails to remove or correct such marking within sixty (60) days, the Government may
ignore or, at the Contractor's expense, remove or correct any nonconforming marking.

(1) Relation to patents. Nothing contained in this clause shall imply a license to the Government under any
patent or be construed as affecting the scope of any license or other right otherwise granted to the Government
under any patent.

(j) Limitation on charges for rights in technical data.

(1) The Contractor shall not charge to this contract any cost, including, but not limited to, license fees,
royalties, or similar charges, for rights in technical data to be delivered under this contract when—

(1) The Government has acquired, by any means, the same or greater rights in the data; or
(i1) The data are available to the public without restrictions.
(2) The limitation in paragraph (j)(1) of this clause—

(1) Includes costs charged by a subcontractor or supplier, at any tier, or costs incurred by the Contractor to
acquire rights in subcontractor or supplier technical data, if the subcontractor or supplier has been paid for such
rights under any other Government contract or under a license conveying the rights to the Government; and

(1) Does not include the reasonable costs of reproducing, handling, or mailing the documents or other media
in which the technical data will be delivered.

(k) Applicability to subcontractors or suppliers.

(1) The Contractor shall ensure that the rights afforded its subcontractors and suppliers under 10 U.S.C. 2320, 10
U.S.C. 2321, and the identification, assertion, and delivery processes of paragraph (e) of this clause are recognized
and protected.

(2) Whenever any technical data for noncommercial items, or for commercial items developed in any part at
Government expense, is to be obtained from a subcontractor or supplier for delivery to the Government under this
contract, the Contractor shall use this same clause in the subcontract or other contractual instrument, including
subcontracts or other contractual instruments for commercial items, and require its subcontractors or suppliers to
do so, without alteration, except to identify the parties. This clause_will govern the technical data pertaining to
noncommercial items or to any portion of a commercial item that was developed in any part at Government
expense, and the clause at 252.227-7015 will govern the technical data pertaining to any portion of a commercial
item that was developed exclusively at private expense. No other clause shall be used to enlarge or diminish the
Government's, the Contractor's, or a higher-tier subcontractor's or supplier's rights in a subcontractor's or supplier's
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technical data.

(3) Technical data required to be delivered by a subcontractor or supplier shall normally be delivered to the next
higher-tier contractor, subcontractor, or supplier. However, when there is a requirement in the prime contract for
data which may be submitted with other than unlimited rights by a subcontractor or supplier, then said
subcontractor or supplier may fulfill its requirement by submitting such data directly to the Government, rather
than through a higher-tier contractor, subcontractor. or supplier.

(4) The Contractor and higher-tier subcontractors or suppliers shall not use their power to award contracts as
economic leverage to obtain rights in technical data from their subcontractors or suppliers.

(5) In no event shall the Contractor use its obligation to recognize and protect subcontractor or supplier rights in
technical data as an excuse for failing to satisfy its contractual obligation to the Government.

252.227-7014 RIGHTS IN NONCOMMERCIAL COMPUTER SOFTWARE AND NONCOMMERCIAL
COMPUTER SOFTWARE DOCUMENTATION (FEB 2014)

(a) Definitions. As used in this clause—

(1) “Commercial computer software” means software developed or regularly used for non-governmental purposes
which—

(1) Has been sold, leased, or licensed to the public;
(i1) Has been offered for sale, lease, or license to the public:

(i11) Has not been offered, sold, leased, or licensed to the public but will be available for commercial sale,
lease. or license in time to satisfy the delivery requirements of this contract; or

(iv) Satisfies a criterion expressed in paragraph (a)(1)(i). (i1). or (iii) of this clause and would require only
minor modification to meet the requirements of this contract.

(2) “Computer database” means a collection of recorded data in a form capable of being processed by a computer.
The term does not include computer software.

(3) “Computer program”™ means a set of instructions, rules, or routines, recorded in a form that is capable of
causing a computer to perform a specific operation or series of operations.

(4) “Computer software” means computer programs, source code, source code listings, object code listings, design
details, algorithms, processes, flow charts, formulae, and related material that would enable the software to be
reproduced, recreated, or recompiled. Computer software does not include computer databases or computer
software documentation.

(5) “Computer software documentation” means owner's manuals, user's manuals, installation instructions,
operating instructions, and other similar items, regardless of storage medium, that explain the capabilities of the
computer software or provide instructions for using the software.

(6) "Covered Government support contractor" means a contractor (other than a litigation support contractor
covered by 252.204-7014) under a contract, the primary purpose of which is to furnish independent and impartial
advice or technical assistance directly to the Government in support of the Government’s management and
oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or
effort). provided that the contractor—

(1) Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any
direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services
of the type developed or produced on the program or effort; and

(i1) Receives access to technical data or computer software for performance of a Government contract that
contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information
Marked with Restrictive Legends.

(7) “Developed” means that—
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(1) A computer program has been successfully operated in a computer and tested to the extent sufficient to
demonstrate to reasonable persons skilled in the art that the program can reasonably be expected to perform its
intended purpose;

(i1) Computer software, other than computer programs, has been tested or analyzed to the extent sufficient to
demonstrate to reasonable persons skilled in the art that the software can reasonably be expected to perform its
intended purpose; or

(1i1) Computer software documentation required to be delivered under a contract has been written, in any
medium, in sufficient detail to comply with requirements under that contract.

(8) “Developed exclusively at private expense” means development was accomplished entirely with costs charged
to indirect cost pools, costs not allocated to a government contract, or any combination thereof.

(1) Private expense determinations should be made at the lowest practicable level.

(i1) Under fixed-price contracts, when total costs are greater than the firm-fixed-price or ceiling price of the
contract, the additional development costs necessary to complete development shall not be considered when
determining whether development was at government, private, or mixed expense.

(9) “Developed exclusively with government funds™ means development was not accomplished exclusively or
partially at private expense.

(10) “Developed with mixed funding” means development was accomplished partially with costs charged to
indirect cost pools and/or costs not allocated to a government contract, and partially with costs charged directly to
a government contract.

(11) “Government purpose” means any activity in which the United States Government is a party, including
cooperative agreements with international or multi-national defense organizations or sales or transfers by the
United States Government to foreign governments or international organizations. Government purposes include
competitive procurement, but do not include the rights to use, modify, reproduce, release, perform, display, or
disclose computer software or computer software documentation for commercial purposes or authorize others to
do so.

(12) “Government purpose rights” means the rights to—

(1) Use, modify, reproduce, release, perform, display, or disclose computer software or computer software
documentation within the Government without restriction; and

(i1) Release or disclose computer software or computer software documentation outside the Government and
authorize persons to whom release or disclosure has been made to use, modify, reproduce, release, perform,
display, or disclose the software or documentation for United States government purposes.

(13) “Minor modification” means a modification that does not significantly alter the nongovernmental function or
purpose of the software or is of the type customarily provided in the commercial marketplace.

(14) “Noncommercial computer software” means software that does not qualify as commercial computer software
under paragraph (a)(1) of this clause.

15) “Restricted rights” apply only to noncommercial computer software and mean the Government's rights to—
g pply only P

(i) Use a computer program with one computer at one time. The program may not be accessed by more than
one terminal or central processing unit or time shared unless otherwise permitted by this contract;

(i1) Transfer a computer program to another Government agency without the further permission of the
Contractor if the transferor destroys all copies of the program and related computer software documentation in its
possession and notifies the licensor of the transfer. Transferred programs remain subject to the provisions of this
clause;

(ii1) Make the minimum number of copies of the computer software required for safekeeping (archive), backup,
or modification purposes;

(iv) Modify computer software provided that the Government may—
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(A) Use the modified software only as provided in paragraphs (a)(15)(i) and (iii) of this clause; and

(B) Not release or disclose the modified software except as provided in paragraphs (a)(15)(ii), (v), (vi) and
(vii) of this clause;

(v) Permit contractors or subcontractors performing service contracts (see 37.101 of the Federal Acquisition
Regulation) in support of this or a related contract to use computer software to diagnose and correct deficiencies
in a computer program, to modify computer software to enable a computer program to be combined with, adapted
to, or merged with other computer programs or when necessary to respond to urgent tactical situations, provided
that—

(A) The Government notifies the party which has granted restricted rights that a release or disclosure to
particular contractors or subcontractors was made;

(B) Such contractors or subcontractors are subject to the use and non-disclosure agreement at 227.7103-7 of
the Defense Federal Acquisition Regulation Supplement (DFARS) or are Government contractors receiving access
to the software for performance of a Government contract that contains the clause at DFARS 252.227-7025,
Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends:

(C) The Government shall not permit the recipient to decompile, disassemble, or reverse engineer the
software, or use software decompiled. disassembled, or reverse engineered by the Government pursuant to
paragraph (a)(15)(iv) of this clause, for any other purpose; and

(D) Such use is subject to the limitations in paragraphs (a)(15)(i) through (iii) of this clause:

(vi) Permit contractors or subcontractors performing emergency repairs or overhaul of items or components of
items procured under this or a related contract to use the computer software when necessary to perform the repairs
or overhaul, or to modify the computer software to reflect the repairs or overhaul made, provided that—

(A) The intended recipient is subject to the use and non-disclosure agreement at DFARS 227.7103-7 or
is a Government contractor receiving access to the software for performance of a Government contract that
contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished
Information Marked with Restrictive Legends;

(B) The Government shall not permit the recipient to decompile, disassemble, or reverse engineer the
software, or use software decompiled. disassembled, or reverse engineered by the Government pursuant to
paragraph (a)(15)(iv) of this clause, for any other purpose; and

(C) Such use is subject to the limitations in paragraphs (a)(15)(i) through (iii) of this clause: and

(vii) Permit covered Government support contractors in the performance of covered Government support
contracts that contain the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished
Information Marked with Restrictive Legends, to use, modify, reproduce, perform, display, or release or disclose
the computer software to a person authorized to receive restricted rights computer software, provided that—

(A) The Government shall not permit the covered Government support contractor to decompile, disassemble,
or reverse engineer the software, or use software decompiled, disassembled, or reverse engineered by the
Government pursuant to paragraph (a)(15)(iv) of this clause, for any other purpose: and

(B) Such use is subject to the limitations in paragraphs (a)(15)(i) through (iv) of this clause.

(16) “Unlimited rights” means rights to use, modify, reproduce, release, perform, display, or disclose computer
software or computer software documentation in whole or in part, in any manner and for any purpose whatsoever,
and to have or authorize others to do so.

(b) Rights in computer software or computer software documentation. The Contractor grants or shall obtain for the
Government the following royalty free, world-wide, nonexclusive, irrevocable license rights in noncommercial
computer software or computer software documentation. All rights not granted to the Government are retained by
the Contractor.

(1) Unlimited rights. The Government shall have unlimited rights in—

(1) Computer software developed exclusively with Government funds;
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(i1) Computer software documentation required to be delivered under this contract;

(i11) Corrections or changes to computer software or computer software documentation furnished to the
Contractor by the Government;

(iv) Computer software or computer software documentation that is otherwise publicly available or has been
released or disclosed by the Contractor or subcontractor without restriction on further use, release or disclosure,
other than a release or disclosure resulting from the sale, transfer, or other assignment of interest in the software to
another party or the sale or transfer of some or all of a business entity or its assets to another party;

(v) Computer software or computer software documentation obtained with unlimited rights under another
Government contract or as a result of negotiations; or

(vi) Computer software or computer software documentation furnished to the Government, under this or any
other Government contract or subcontract thereunder with—

(A) Restricted rights in computer software, limited rights in technical data, or government purpose license rights
and the restrictive conditions have expired; or

(B) Government purpose rights and the Contractor's exclusive right to use such software or documentation for
commercial purposes has expired.

(2) Government purpose rights.

(1) Except as provided in paragraph (b)(1) of this clause, the Government shall have government purpose rights
in computer software developed with mixed funding.

(i1) Government purpose rights shall remain in effect for a period of five years unless a different period has
been negotiated. Upon expiration of the five-year or other negotiated period, the Government shall have unlimited
rights in the computer software or computer software documentation. The government purpose rights period shall
commence upon execution of the contract, subcontract, letter contract (or similar contractual instrument), contract
modification. or option exercise that required development of the computer software.

(ii1) The Government shall not release or disclose computer software in which it has government purpose rights to
any other person unless—

(A) Prior to release or disclosure, the intended recipient is subject to the use and non-disclosure agreement at
DFARS 227.7103-7; or

(B) The recipient is a Government contractor receiving access to the software or documentation for performance
of a Government contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure
of Government Furnished Information Marked with Restrictive Legends.

(3) Restricted rights.

(1) The Government shall have restricted rights in noncommercial computer software required to be delivered or
otherwise provided to the Government under this contract that were developed exclusively at private expense.

(i1) The Contractor, its subcontractors, or suppliers are not required to provide the Government additional rights
in noncommercial computer software delivered or otherwise provided to the Government with restricted rights.
However, if the Government desires to obtain additional rights in such software, the Contractor agrees to promptly
enter into negotiations with the Contracting Officer to determine whether there are acceptable terms for
transferring such rights. All noncommercial computer software in which the Contractor has granted the
Government additional rights shall be listed or described in a license agreement made part of the contract (see
paragraph (b)(4) of this clause). The license shall enumerate the additional rights granted the Government.

(i11) The Contractor acknowledges that—

(A) Restricted rights computer software is authorized to be released or disclosed to covered Government support
contractors;

(B) The Contractor will be notified of such release or disclosure;
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(C) The Contractor (or the party asserting restrictions, as identified in the restricted rights legend) may require
each such covered Government support contractor to enter into a non-disclosure agreement directly with the
Contractor (or the party asserting restrictions) regarding the covered Government support contractor’ use of such
software, or alternatively, that the Contractor (or party asserting restrictions) may waive in writing the requirement
for a non-disclosure agreement; and

(D) Any such non-disclosure agreement shall address the restrictions on the covered Government support
contractor's use of the restricted rights software as set forth in the clause at 252.227-7025. Limitations on the Use
or Disclosure of Government-Furnished Information Marked with Restrictive Legends. The non-disclosure
agreement shall not include any additional terms and conditions unless mutually agreed to by the parties to the
non-disclosure agreement.

(4) Specifically negotiated license rights.

(1) The standard license rights granted to the Government under paragraphs (b)(1) through (b)(3) of this clause,
including the period during which the Government shall have government purpose rights in computer software,
may be modified by mutual agreement to provide such rights as the parties consider appropriate but shall not
provide the Government lesser rights in computer software than are enumerated in paragraph (a)(15) of this clause
or lesser rights in computer software documentation than are enumerated in paragraph (a)(14) of the Rights in
Technical Data--Noncommercial Items clause of this contract.

(i1) Any rights so negotiated shall be identified in a license agreement made part of this contract.

(5) Prior government rights. Computer software or computer software documentation that will be delivered,
furnished, or otherwise provided to the Government under this contract, in which the Government has previously
obtained rights shall be delivered, furnished, or provided with the pre-existing rights, unless—

(1) The parties have agreed otherwise; or

(i1) Any restrictions on the Government's rights to use, modify, reproduce, release, perform, display, or disclose
the data have expired or no longer apply.

(6) Release from liability. The Contractor agrees to release the Government from liability for any release or
disclosure of computer software made in accordance with paragraph (a)(15) or (b)(2)(iii) of this clause, in
accordance with the terms of a license negotiated under paragraph (b)(4) of this clause, or by others to whom the
recipient has released or disclosed the software, and to seek relief solely from the party who has improperly used.
modified, reproduced, released. performed, displayed. or disclosed Contractor software marked with restrictive
legends.

(c) Rights in derivative computer software or computer software documentation. The Government shall retain its
rights in the unchanged portions of any computer software or computer software documentation delivered under
this contract that the Contractor uses to prepare, or includes in, derivative computer software or computer software
documentation.

(d) Third party copyrighted computer software or computer software documentation. The Contractor shall not,
without the written approval of the Contracting Officer, incorporate any copyrighted computer software or
computer software documentation in the software or documentation to be delivered under this contract unless the
Contractor is the copyright owner or has obtained for the Government the license rights necessary to perfect a
license or licenses in the deliverable software or documentation of the appropriate scope set forth in paragraph (b)
of this clause, and prior to delivery of such—

(1) Computer software, has provided a statement of the license rights obtained in a form acceptable to the
Contracting Officer; or (2) Computer software documentation, has affixed to the transmittal document a statement
of the license rights obtained.

(e) Identification and delivery of computer software and computer software documentation to be furnished with
restrictions on use, release, or disclosure.

(1) This paragraph does not apply to restrictions based solely on copyright.

(2) Except as provided in paragraph (e)(3) of this clause, computer software that the Contractor asserts should be
furnished to the Government with restrictions on use, release, or disclosure is identified in an attachment to this
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contract (the Attachment). The Contractor shall not deliver any software with restrictive markings unless the
software is listed on the Attachment.

(3) In addition to the assertions made in the Attachment, other assertions may be identified after award when
based on new information or inadvertent omissions unless the inadvertent omissions would have materially
affected the source selection decision. Such identification and assertion shall be submitted to the Contracting
Officer as soon as practicable prior to the scheduled date for delivery of the software, in the following format, and
signed by an official authorized to contractually obligate the Contractor:

Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure of Computer
Software.

The Contractor asserts for itself, or the persons identified below, that the Government's rights to use, release, or
disclose the following computer software should be restricted:

|Computer Software | | |Name of Person
|to be Furnished |Basis for |Asserted Rights |Asse11ing

|With Restrictions* |Assertion** |Category*** |Rest1ictions****
(LIST) NONE (LIST) NONE (LIST) NONE |(LIST) NONE

*Generally, development at private expense, either exclusively or partially, is the only basis for asserting
restrictions on the Government's rights to use, release, or disclose computer software.

**Indicate whether development was exclusively or partially at private expense. If development was not at private
expense, enter the specific reason for asserting that the Government's rights should be restricted.

***Enter asserted rights category (e.g., restricted or government purpose rights in computer software, government
purpose license rights from a prior contract, rights in SBIR software generated under another contract, or
specifically negotiated licenses).

****Corporation, individual, or other person, as appropriate.

Date
Printed Name and Title

Signature

(End of identification and assertion)

(4) When requested by the Contracting Officer. the Contractor shall provide sufficient information to enable the
Contracting Officer to evaluate the Contractor's assertions. The Contracting Officer reserves the right to add the
Contractor's assertions to the Attachment and validate any listed assertion, at a later date, in accordance with the
procedures of the Validation of Asserted Restrictions—Computer Software clause of this contract.

(f) Marking requirements. The Contractor, and its subcontractors or suppliers, may only assert restrictions on the
Government's rights to use, modify, reproduce, release, perform, display, or disclose computer software by
marking the deliverable software or documentation subject to restriction. Except as provided in paragraph (£)(5) of
this clause, only the following legends are authorized under this contract: the government purpose rights legend at
paragraph (f)(2) of this clause; the restricted rights legend at paragraph (f)(3) of this clause: or the special license
rights legend at paragraph (f)(4) of this clause; and/or a notice of copyright as prescribed under 17 U.S.C. 401 or
402.

(1) General marking instructions. The Contractor, or its subcontractors or suppliers, shall conspicuously and
legibly mark the appropriate legend on all computer software that qualify for such markings. The authorized
legends shall be placed on the transmittal document or software storage container and each page. or portions
thereof, of printed material containing computer software for which restrictions are asserted. Computer software
transmitted directly from one computer or computer terminal to another shall contain a notice of asserted
restrictions. However, instructions that interfere with or delay the operation of computer software in order to
display a restrictive rights legend or other license statement at any time prior to or during use of the computer
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software, or otherwise cause such interference or delay, shall not be inserted in software that will or might be used
in combat or situations that simulate combat conditions, unless the Contracting Officer's written permission to
deliver such software has been obtained prior to delivery. Reproductions of computer software or any portions
thereof subject to asserted restrictions, shall also reproduce the asserted restrictions.

(2) Government purpose rights markings. Computer software delivered or otherwise furnished to the Government
with government purpose rights shall be marked as follows:

GOVERNMENT PURPOSE RIGHTS

Contract No.
Contractor Name
Contractor Address

Expiration Date

The Government's rights to use, modify. reproduce, release, perform, display, or disclose this software are
restricted by paragraph (b)(2) of the Rights in Noncommercial Computer Software and Noncommercial Computer
Software Documentation clause contained in the above identified contract. No restrictions apply after the
expiration date shown above. Any reproduction of the software or portions thereof marked with this legend must
also reproduce the markings.

(End of legend)

(3) Restricted rights markings. Software delivered or otherwise furnished to the Government with restricted rights
shall be marked with the following legend:

RESTRICTED RIGHTS

Contract No.
Contractor Name
Contractor Address

The Government's rights to use, modify. reproduce, release, perform, display, or disclose this software are
restricted by paragraph (b)(3) of the Rights in Noncommercial Computer Software and Noncommercial Computer
Software Documentation clause contained in the above identified contract. Any reproduction of computer software
or portions thereof marked with this legend must also reproduce the markings. Any person, other than the
Government, who has been provided access to such software must promptly notify the above named Contractor.

(End of legend)
(4) Special license rights markings.

(1) Computer software or computer software documentation in which the Government's rights stem from a
specifically negotiated license shall be marked with the following legend:

SPECIAL LICENSE RIGHTS

The Government's rights to use, modify, reproduce, release, perform, display, or
disclose these data are restricted by Contract No. (Insert contract
number) . License No. _ (Insert license identifier) . Any reproduction
of computer software, computer software documentation, or portions thereof
marked with this legend must also reproduce the markings.

(End of legend)

(i1) For purposes of this clause, special licenses do not include government purpose license rights acquired
under a prior contract (see paragraph (b)(5) of this clause).
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(5) Pre-existing markings. If the terms of a prior contract or license permitted the Contractor to restrict the
Government's rights to use, modify, release, perform, display, or disclose computer software or computer software
documentation and those restrictions are still applicable, the Contractor may mark such software or documentation
with the appropriate restrictive legend for which the software qualified under the prior contract or license. The
marking procedures in paragraph (f)(1) of this clause shall be followed.

(g) Contractor procedures and records. Throughout performance of this contract, the Contractor and its
subcontractors or suppliers that will deliver computer software or computer software documentation with other
than unlimited rights, shall—

(1) Have, maintain, and follow written procedures sufficient to assure that restrictive markings are used only when
authorized by the terms of this clause; and

(2) Maintain records sufficient to justify the validity of any restrictive markings on computer software or computer
software documentation delivered under this contract.

(h) Removal of unjustified and nonconforming markings.

(1) Unjustified computer software or computer software documentation markings. The rights and obligations of the
parties regarding the validation of restrictive markings on computer software or computer software documentation
furnished or to be furnished under this contract are contained in the Validation of Asserted Restrictions--Computer
Software and the Validation of Restrictive Markings on Technical Data clauses of this contract, respectively.
Notwithstanding any provision of this contract concerning inspection and acceptance, the Government may ignore
or, at the Contractor's expense, correct or strike a marking if, in accordance with the procedures of those clauses, a
restrictive marking is determined to be unjustified.

(2) Nonconforming computer software or computer software documentation markings. A nonconforming marking
is a marking placed on computer software or computer software documentation delivered or otherwise furnished to
the Government under this contract that is not in the format authorized by this contract. Correction of
nonconforming markings is not subject to the Validation of Asserted Restrictions--Computer Software or the
Validation of Restrictive Markings on Technical Data clause of this contract. If the Contracting Officer notifies the
Contractor of a nonconforming marking or markings and the Contractor fails to remove or correct such markings
within sixty (60) days. the Government may ignore or, at the Contractor's expense, remove or correct any
nonconforming markings.

(1) Relation to patents. Nothing contained in this clause shall imply a license to the Government under any patent
or be construed as affecting the scope of any license or other right otherwise granted to the Government under any
patent.

(j) Limitation on charges for rights in computer software or computer software documentation.

(1) The Contractor shall not charge to this contract any cost, including but not limited to license fees. royalties, or
similar charges, for rights in computer software or computer software documentation to be delivered under this
contract when—

(1) The Government has acquired, by any means, the same or greater rights in the software or documentation;
or

(i1) The software or documentation are available to the public without restrictions.
(2) The limitation in paragraph (j)(1) of this clause—

(1) Includes costs charged by a subcontractor or supplier, at any tier. or costs incurred by the Contractor to
acquire rights in subcontractor or supplier computer software or computer software documentation, if the
subcontractor or supplier has been paid for such rights under any other Government contract or under a license
conveying the rights to the Government; and

(i1) Does not include the reasonable costs of reproducing, handling, or mailing the documents or other media in
which the software or documentation will be delivered.

(k) Applicability to subcontractors or suppliers.
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(1) Whenever any noncommercial computer software or computer software documentation is to be obtained from
a subcontractor or supplier for delivery to the Government under this contract, the Contractor shall use this same
clause in its subcontracts or other contractual instruments, and require its subcontractors or suppliers to do so,
without alteration, except to identify the parties. No other clause shall be used to enlarge or diminish the
Government's, the Contractor's, or a higher tier subcontractor's or supplier's rights in a subcontractor's or supplier's
computer software or computer software documentation.

(2) The Contractor and higher tier subcontractors or suppliers shall not use their power to award contracts as
economic leverage to obtain rights in computer software or computer software documentation from their
subcontractors or suppliers.

(3) The Contractor shall ensure that subcontractor or supplier rights are recognized and protected in the
identification, assertion, and delivery processes required by paragraph (e) of this clause.

(4) In no event shall the Contractor use its obligation to recognize and protect subcontractor or supplier rights in
computer software or computer software documentation as an excuse for failing to satisfy its contractual obligation
to the Government.

252.227-7037 VALIDATION OF RESTRICTIVE MARKINGS ON TECHNICAL DATA (JUN 2013)

(a) Definitions. The terms used in this clause are defined in the Rights in Technical Data—Noncommercial Items
clause of this contract.

(b) Presumption regarding development exclusively at private expense.

(1) Commercial items. For commercially available off-the-shelf items (defined at 41 U.S.C. 104) in all cases. and
for all other commercial items except as provided in paragraph (b) (2) of this clause, the Contracting Officer will
presume that a Contractor’s asserted use or release restrictions are justified on the basis that the item, component,
or process was developed exclusively at private expense. The Contracting Officer shall not challenge such
assertions unless the Contracting Officer has information that demonstrates that the item, component, or process
was not developed exclusively at private expense.

(2) Major systems. The presumption of development exclusively at private expense does not apply to major
systems or subsystems or components thereof, except for commercially available off-the-shelf items (which are
governed by paragraph (b)(1)) of this clause. When the Contracting Officer challenges an asserted restriction
regarding technical data for a major system or a subsystem or component thereof on the basis that the item,
component, or process was not developed exclusively at private expense, the Contracting Officer will sustain the
challenge unless information provided by the Contractor or Sub-contractor demonstrates that the item, component,
or process was developed exclusively at private expense.

(c) Justification. The Contractor or Sub-contractor at any tier is responsible for maintaining records sufficient to
justify the validity of its markings that impose restrictions on the Government and others to use, duplicate, or
disclose technical data delivered or required to be delivered under the contract or subcontract. Except as provided
in paragraph (b)(1) of this clause, the Contractor or Sub-contractor shall be prepared to furnish to the Contracting
Officer a written justification for such restrictive markings in response to a challenge under paragraph (e) of this
clause.

(d) Prechallenge request for information.

(1) The Contracting Officer may request the Contractor or Sub-contractor to furnish a written explanation for any
restriction asserted by the Contractor or Sub-contractor on the right of the United States or others to use technical
data. If, upon review of the explanation submitted, the Contracting Officer remains unable to ascertain the basis of
the restrictive marking, the Contracting Officer may further request the Contractor or Sub-contractor to furnish
additional information in the records of, or otherwise in the possession of or reasonably available to. the
Contractor or Sub-contractor to justify the validity of any restrictive marking on technical data delivered or to be
delivered under the contract or subcontract (e.g.. a statement of facts accompanied with supporting
documentation). The Contractor or Sub-contractor shall submit such written data as requested by the Contracting
Officer within the time required or such longer period as may be mutually agreed.
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(2) If the Contracting Officer, after reviewing the written data furnished pursuant to paragraph (d)(1) of this
clause, or any other available information pertaining to the validity of a restrictive marking, determines that
reasonable grounds exist to question the current validity of the marking and that continued adherence to the
marking would make impracticable the subsequent competitive acquisition of the item, component, or process to
which the technical data relates, the Contracting Officer shall follow the procedures in paragraph (e) of this clause.

(3) If the Contractor or Sub-contractor fails to respond to the Contracting Officer's request for information under
paragraph (d)(1) of this clause, and the Contracting Officer determines that continued adherence to the marking
would make impracticable the subsequent competitive acquisition of the item, component, or process to which the
technical data relates, the Contracting Officer may challenge the validity of the marking as described in paragraph
(e) of this clause.

(e) Challenge.

(1) Notwithstanding any provision of this contract concerning inspection and acceptance, if the Contracting Officer
determines that a challenge to the restrictive marking is warranted, the Contracting Officer shall send a written
challenge notice to the Contractor or Sub-contractor asserting the restrictive markings. Such challenge shall—

(1) State the specific grounds for challenging the asserted restriction:

(i1) Require a response within sixty (60) days justifying and providing sufficient evidence as to the current validity
of the asserted restriction;

(111) State that a DoD Contracting Officer's final decision, issued pursuant to paragraph (g) of this clause,
sustaining the validity of a restrictive marking identical to the asserted restriction, within the three-year period
preceding the challenge, shall serve as justification for the asserted restriction if the validated restriction was
asserted by the same Contractor or Sub-contractor (or any licensee of such Contractor or Sub-contractor) to which
such notice is being provided; and

(iv) State that failure to respond to the challenge notice may result in issuance of a final decision pursuant to
paragraph (f) of this clause.

(2) The Contracting Officer shall extend the time for response as appropriate if the Contractor or Sub-contractor
submits a written request showing the need for additional time to prepare a response.

(3) The Contractor's or Sub-contractor's written response shall be considered a claim within the meaning of 41
U.S.C. 7101, Contract Disputes, and shall be certified in the form prescribed at 33.207 of the Federal Acquisition
Regulation, regardless of dollar amount.

(4) A Contractor or Sub-contractor receiving challenges to the same restrictive markings from more than one
Contracting Officer shall notify each Contracting Officer of the existence of more than one challenge. The notice
shall also state which Contracting Officer initiated the first in time unanswered challenge. The Contracting Officer
initiating the first in time unanswered challenge after consultation with the Contractor or Sub-contractor and the
other Contracting Officers, shall formulate and distribute a schedule for responding to each of the challenge
notices to all interested parties. The schedule shall afford the Contractor or Sub-contractor an opportunity to
respond to each challenge notice. All parties will be bound by this schedule.

(f) Final decision when Contractor or Sub-contractor fails to respond. Upon a failure of a Contractor or
Sub-contractor to submit any response to the challenge notice the Contracting Officer will issue a final decision to
the Contractor or Sub-contractor in accordance with paragraph (b) of this clause and the Disputes clause of this
contract pertaining to the validity of the asserted restriction. This final decision shall be issued as soon as possible
after the expiration of the time period of paragraph (e)(1)(ii) or (e)(2) of this clause. Following issuance of the
final decision, the Contracting Officer will comply with the procedures in paragraphs (g)(2)(ii) through (iv) of this
clause.

(g) Final decision when Contractor or Sub-contractor responds.
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(1) If the Contracting Officer determines that the Contractor or Sub-contractor has justified the validity of the
restrictive marking, the Contracting Officer shall issue a final decision to the Contractor or Sub-contractor
sustaining the validity of the restrictive marking, and stating that the Government will continue to be bound by the
restrictive marking. This final decision shall be issued within sixty (60) days after receipt of the Contractor's or
Sub-contractor's response to the challenge notice, or within such longer period that the Contracting Officer has
notified the Contractor or Sub-contractor that the Government will require. The notification of a longer period for
issuance of a final decision will be made within sixty (60) days after receipt of the response to the challenge
noftice.

(2)(1) If the Contracting Officer determines that the validity of the restrictive marking is not justified, the
Contracting Officer shall issue a final decision to the Contractor or Sub-contractor in accordance with the Disputes
clause of this contract. Notwithstanding paragraph (e) of the Disputes clause, the final decision shall be issued
within sixty (60) days after receipt of the Contractor's or Sub-contractor's response to the challenge notice, or
within such longer period that the Contracting Officer has notified the Contractor or Sub-contractor of the longer
period that the Government will require. The notification of a longer period for issuance of a final decision will be
made within sixty (60) days after receipt of the response to the challenge notice.

(i1) The Government agrees that it will continue to be bound by the restrictive marking for a period of ninety (90)
days from the issuance of the Contracting Officer's final decision under paragraph (g)(2)(i) of this clause. The
Contractor or Sub-contractor agrees that, if it intends to file suit in the United States Claims Court it will provide a
notice of intent to file suit to the Contracting Officer within ninety (90) days from the issuance of the Contracting
Officer's final decision under paragraph (g)(2)(1) of this clause. If the Contractor or Sub-contractor fails to appeal,
file suit, or provide a notice of intent to file suit to the Contracting Officer within the ninety (90)-day period, the
Government may cancel or ignore the restrictive markings, and the failure of the Contractor or Sub-contractor to
take the required action constitutes agreement with such Government action.

(i11) The Government agrees that it will continue to be bound by the restrictive marking where a notice of intent to
file suit in the United States Claims Court is provided to the Contracting Officer within ninety (90) days from the
issuance of the final decision under paragraph (g)(2)(1) of this clause. The Government will no longer be bound,
and the Contractor or Sub-contractor agrees that the Government may strike or ignore the restrictive markings, if
the Contractor or Sub-contractor fails to file its suit within one (1) year after issuance of the final decision.
Notwithstanding the foregoing, where the head of an agency determines, on a nondelegable basis, that urgent or
compelling circumstances will not permit waiting for the filing of a suit in the United States Claims Court, the
Contractor or Sub-contractor agrees that the agency may. following notice to the Contractor or Sub-contractor,
authorize release or disclosure of the technical data. Such agency determination may be made at any time after
issuance of the final decision and will not affect the Contractor's or Sub-contractor's right to damages against the
United States where its restrictive markings are ultimately upheld or to pursue other relief, if any, as may be
provided by law.

(iv) The Government agrees that it will be bound by the restrictive marking where an appeal or suit is filed
pursuant to the Contract Disputes statute until final disposition by an agency Board of Contract Appeals or the
United States Claims Court. Notwithstanding the foregoing, where the head of an agency determines, on a
nondelegable basis, following notice to the Contractor that urgent or compelling circumstances will not permit
awaiting the decision by such Board of Contract Appeals or the United States Claims Court, the Contractor or
Sub-contractor agrees that the agency may authorize release or disclosure of the technical data. Such agency
determination may be made at any time after issuance of the final decision and will not affect the Contractor's or
Sub-contractor's right to damages against the United States where its restrictive markings are ultimately upheld or
to pursue other relief, if any, as may be provided by law.

(h) Final disposition of appeal or suit.

(1) If the Contractor or Sub-contractor appeals or files suit and if, upon final disposition of the appeal or suit, the
Contracting Officer's decision is sustained—

(1) The restrictive marking on the technical data shall be cancelled, corrected or ignored; and
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(i1) If the restrictive marking is found not to be substantially justified, the Contractor or Sub-contractor, as
appropriate, shall be liable to the Government for payment of the cost to the Government of reviewing the
restrictive marking and the fees and other expenses (as defined in 28 U.S.C. 2412(d)(2)(A)) incurred by the
Government in challenging the marking, unless special circumstances would make such payment unjust.

(2) If the Contractor or Sub-contractor appeals or files suit and if, upon final disposition of the appeal or suit, the
Contracting Officer's decision is not sustained—

(1) The Government shall continue to be bound by the restrictive marking: and

(i1) The Government shall be liable to the Contractor or Sub-contractor for payment of fees and other expenses (as
defined in 28 U.S.C. 2412(d)(2)(A)) incurred by the Contractor or Sub-contractor in defending the marking, if the
challenge by the Government is found not to have been made in good faith.

(1) Duration of right to challenge. The Government may review the validity of any restriction on technical data,
delivered or to be delivered under a contract, asserted by the Contractor or Sub-contractor. During the period
within three (3) years of final payment on a contract or within three (3) years of delivery of the technical data to
the Government, whichever is later, the Contracting Officer may review and make a written determination to
challenge the restriction. The Government may, however, challenge a restriction on the release, disclosure or use
of technical data at any time if such technical data—

(1) Is publicly available:
(2) Has been furnished to the United States without restriction; or

(3) Has been otherwise made available without restriction. Only the Contracting Officer's final decision resolving
a formal challenge by sustaining the validity of a restrictive marking constitutes "validation" as addressed in 10
U.S.C. 2321.

(3) Decision not to challenge. A decision by the Government, or a determination by the Contracting Officer, to not
challenge the restrictive marking or asserted restriction shall not constitute "validation."

(k) Privity of contract. The Contractor or Sub-contractor agrees that the Contracting Officer may transact matters
under this clause directly with Sub-contractors at any tier that assert restrictive markings. However, this clause
neither creates nor implies privity of contract between the Government and Sub-contractors.

(1) Flowdown. The Contractor or Sub-contractor agrees to insert this clause in contractual instruments, including
subcontracts and other contractual instruments for commercial items, with its Sub-contractors or suppliers at any
tier requiring the delivery of technical data.

252.239-7000 PROTECTION AGAINST COMPROMISING EMANATIONS (JUN 2004)

(a) The Contractor shall provide or use only information technology, as specified by the Government, that has
been accredited to meet the appropriate information assurance requirements of—

(1) The National Security Agency National TEMPEST Standards (NACSEM No. 5100 or NACSEM No.
5100A, Compromising Emanations Laboratory Test Standard, Electromagnetics (U)); or

(2) Other standards specified by this contract, including the date through which the required accreditation is
current or valid for the contract.

(b) Upon request of the Contracting Officer, the Contractor shall provide documentation supporting the
accreditation.

(c) The Government may, as part of its inspection and acceptance, conduct additional tests to ensure that
information technology delivered under this contract satisfies the information assurance standards specified. The
Government may conduct additional tests—
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(1) At the installation site or contractor's facility; and

(2) Notwithstanding the existence of valid accreditations of information technology prior to the award of this

confract.

(d) Unless otherwise provided in this contract under the Warranty of Supplies or Warranty of Systems and
Equipment clause, the Contractor shall correct or replace accepted information technology found to be deficient

within 1 year after proper installations.

(1) The correction or replacement shall be at no cost to the Government.

(2) Should a modification to the delivered information technology be made by the Contractor, the 1-year period

applies to the modification upon its proper installation.

(3) This paragraph (d) applies regardless of f.0.b. point or the point of acceptance of the deficient information

technology.
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SECTION J LIST OF ATTACHMENTS
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