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SECTION H SPECIAL CONTRACT REQUIREMENTS

H.1 TASK ORDER LABOR CATEGORY QUALIFICATIONS

(a) To perform the requirements of the Statement of Work (SOW), the Government requires personnel with the
appropriate experience and professional qualifications. Key Personnel qualification levels are considered to be
required for those individuals whose resumes are submitted for evaluation with the proposal. All individuals
performing under the key personnel labor categories are considered key. Resumes for any replacement of key
personnel that are submitted following award shall have qualifications equal to or higher than the qualifications of
the person to be replaced, as required by the provision entitled 5252.237-9106 - Substitution of Personnel.

(b) Professional qualifications include professional licenses and certifications and similar evidence of professional
accomplishments that directly impact the Contractor’s qualifications and abilities to perform the order.

(c) All of the Key resumes must be approved by the Contracting Officer and the Contracting Office
Representative (COR) prior to the person being direct charged to the contract.

H.2 KEY PERSONNEL QUALIFICATIONS

(a) To perform the requirements of the SOW, the Government requires Personnel with the following minimum
qualifications.

(1) Program Manager

- Minimum of ten years of project management experience, with a minimum of five years involving Federal
Government programs;

- Demonstrated ability to lead and direct challenging projects and execute assignments independently within the
scope of the contract;

- Demonstrated experience providing administrative oversight, corporate management and ability to provide
overall technical, schedule, and cost direction.

(2) Senior Data Analyst
- Minimum of six years related experience with subject matter expertise in the areas of analysis, design, and
development related to data warehousing and integration capabilities:

- Experience with requirements developing definition and application designs in the form of logical data models,
data interface specifications, on-line query and report specifications, structured query language (SQL), database
performance loading specifications, and data validation specifications:;

- Experience with data warehouse development and design, data knowledge acquisition, legacy conversion
specifications and design of data structures/load specifications, and knowledge of Working Capital Fund and
Enterprise Resource Planning (ERP), financial, and human resources systems methods and strategies for data
warehousing.

(3) Senior Systems Engineer (Network) — One individual must have a current Top Secret Clearance and be
eligible for access to Sensitive Compartmentalized Information (SCI).

- Minimum of six years of related design and implementation experience in local area network (LAN)/ wide area
network (WAN) corporate environments using Cisco, Juniper, TCP/IP and VoIP technologies with routers,
switches, fiber optics, firewalls and cable plant design;
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- Minimum of three years of experience shall be in DoD programs:
- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.
- This position is designated as IT Level 1.

(4) Senior Systems Programmer (Oracle)
- Minimum of six years of related experience with Oracle as a Data Base Administrator (DBA);

- Experience with relational database management systems (DBMS) design, schema design, database hardware
and software design, query languages, and performance tuning of database systems;

- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.

- This position is designated as IT Level 1.

(5) Senior Systems Programmer (Web)

- Minimum of six years of related experience in using various programming languages to develop websites and
network systems. maintaining databases, developing new user interfaces and designing and debugging websites:
- Demonstrated knowledge of certain programming languages such as HTML, JavaScript, CSS and C++.

- This position is designated as IT Level 1.

(6) Senior Systems Administrator (Unix) - One individual must have a current TS Clearance and be eligible for
access to SCL.

- Minimum of six years of Unix technical experience in system administration of networks and software systems.
Experience shall include system backup/ recovery, basic software management, security management and library
management, installation and configuration of hardware, operation systems and COTS software, operating
computer systems in different operating environments, sizing, performance, tuning, hardware/software/network
trouble shooting and resource allocation;

- Must be familiar with different network protocols including TCP/IP;

- Must have experience with major network security tools such as: firewalls, knowledge of computing and
networking vulnerabilities, attach methods and latest detection methods:

- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.

- This position is designated as IT Level 1.

(7) Senior Systems Analyst

- Minimum of six years’ experience in working in industry and DoD determining business and technical

requirements as well as improving organizational processes;

- Minimum of three years’ experience in enterprise architecture, the Department of Defense Architecture
Framework (DoDAF). and enterprise architecture tools such as IBM’s System Architect.

(8) Senior Customer Technical Support Specialist (Help Desk) - One individual must have a current TS
Clearance and be eligible for access to SCL

- Minimum of six years’ experience in Industry, Federal or DoD Help Desk Support using a help desk tool such as
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BMC’s Remedy.

- This position is designated as IT Level 1.

(9) Senior Physical Infrastructure Specialist

- Minimum of six years’ experience in installing and maintaining network switches, routers, fiber optic, coaxial
and twisted-pair cable plants, and associated software. This experience shall include work with various network
protocols, test equipment and diagnostics:

- BICSII ITS (Information Technology Systems) Installer Level 2 (Copper and Fiber) certification.

(10) Senior Infrastructure Design Engineer

- Minimum of six years of related experience in network areas such as landlines, cellphones, voice, video and data
networks and wireless communications;

- Minimum of six years’ experience with Visio and AutoCAD as well as more complex network engineering tasks
and systems studies including planning, design, development, and modifications of existing of planned voice and
data communications network systems and subsystems:

- BICSII, Registered Communications Distribution Designer (RCDD) certification.

(11) Senior Systems Security Engineer - Three individuals must have a current TS clearance and be eligible for
access to SCI

- Minimum of six years related IT security experience;

- Minimum of three years of IT specific experience with the DoD or Navy. This experience shall include:
vulnerability analysis, risk analysis, scanning for viruses and other software that is detrimental, accreditation of
systems and audits;

- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.

- This position is designated as IT Level 1.

(12) Senior Facility Operations Specialist

- Six years of experience in the area of facilities operation and maintenance.

(13) Senior Systems Administrator (Windows) - One individual must have a current TS Clearance and be
eligible for access to SCI.

- Minimum of six years of Windows technical experience in system administration of networks and software
systems. This experience shall include system backup/recovery, basic software management, security management
and library management, installation and configuration of hardware, operation systems and COTS software,
operating computer systems in different operating environments, sizing, performance, tuning, hardware/software
/network trouble shooting and resource allocation;

- Experience with different network protocols including TCP/IP. Maintaining proficiency on major network
security tools such as: firewalls, knowledge of computing and networking vulnerabilities, attach methods and latest

detection methods;

- Experience developing system specifications and performing market research procurement tasks;
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- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.
- This position is designated as IT Level 1.
H.3 NON-KEY PERSONNEL QUALIFICATIONS

(a) The Contractor shall provide Non-Key Personnel who meet or exceed the minimum qualifications provided
below.

(1) Customer Technical Support Specialist (Help Desk)

- Minimum of two years of related experience in industry, Federal or DoD Help Desk Support using a help desk
tool such as BMC’s Remedy.

- This position is designated as IT Level 1.

(2) Customer Technical Support Specialist (NEN)

- A minimum of two years related customer service experience. Functional Responsibility: This experience shall
include telephone technical and on-site support to employees regarding technical aspects of NEN assigned
products.

- Demonstrated experience with interpersonal communications.

- This position is designated as IT Level 1.

(3) Customer Technical Support Specialist (RDT&E)

- Minimum of two years related customer service experience with RDT&E workstations. This experience shall
include telephone and on-site technical support to employees regarding technical aspects of assigned RDT&E
products;

- Knowledge and/or experience with RDT&E hardware and/or software products;

- Demonstrated experience with interpersonal communications;

- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.

- This position is designated as IT Level 1.

(4) DADMS (Department of the Navy Applications and Database Management System) Analyst

- Minimum of two years of related experience with DADMS, NAV-IDAS (Navy Information Dominance Approval
System). and the ITPR (Information Technology Purchasing Request Process). This experience shall include
working with FAMs (Functional Area Managers), researching the status of software applications in DADMS,
managing site software portfolios, inputting new applications into DADMS and working with site SMEs (Subject
Matter Experts) to understand software requirements.

(5) Data Management Specialist

- Minimum of one year experience in development and maintaining documentation and/or data management
systems and/or specialized area of expertise for the tasking;
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- Experience with Microsoft Word, PowerPoint, and Excel.

(6) Facility Operations Specialist

- Minimum of two years of experience in the area of facility technical operation and maintenance.
(7) Graphics Art Specialist

- Minimum of two year of progressive related experience in graphics arts, analyzing user needs to determine
functional and cross-functional requirements;

- Experience with one or more of the following software applications: Adobe Illustrator, Adobe Photoshop, Adobe
Acrobat, CorelDraw or Macromedia.

(8) Logistics Specialist
- Minimum of one year of related experience in logistics, inventory tracking, and product research.
(9) NEN Analyst

- Minimum of four years of related experience in the NEN program related to ordering, seat refresh, day-to-day
troubleshooting of AMCI administrative issues.

(10) NEN Specialist

- Minimum of three years customer service experience in NEN workstations and departmental computing. This
experience shall include technical support to employees regarding technical aspects of NEN products;

- Demonstrated experience and/or knowledge of hardware and/or software products:.

- Demonstrated experience with interpersonal communications skills and communicating technical issues
effectively.

(11) Physical Infrastructure Specialist

- Minimum of two years of related experience in electrical wiring, generator power, fiber optic installation, local
area network (LAN) test equipment (e.g., OTDR). and testing of networks/electrical systems:

- BICSII ITS (Information Technology Systems) Installed level 1 certification.

(12) Program Analyst

- Minimum of four years of related experience, with at least two years of experience in one or more of the
following: IT programs, telecommunications, acquisition, analysis, planning, integrated logistics support or
program cost analysis.

(13) Senior Customer Technical Support Specialist (RDT&E)

- Minimum of two years related customer service experience with RDT&E workstations. This experience shall
include telephone and on-site technical support to employees regarding technical aspects of assigned RDT&E

products;

- Knowledge and/or experience with RDT&E hardware and/or software products;
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- Demonstrated experience with interpersonal communications:

- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.

- This position is designated as IT Level 1.

(14) Senior Data Analyst - One individual must have a current TS Clearance and be eligible for access to SCI.
- Minimum of six years related experience with subject matter expertise in the areas of analysis, design, and
development related to data warehousing and integration capabilities. This experience shall include requirements
developing definition and application designs in the form of logical data models, data interface specifications,
on-line query and report specifications, structured query language (SQL), database performance loading

specifications, and data validation specifications.

- Experience with data warehouse development and design, data knowledge acquisition, legacy conversion
specifications and design of data structures/load specs;

- Knowledge and/or experience of Working Capital Fund and ERP, financial and human resources systems
methods and strategies for data warehousing.

- This position is designated as IT Level 1.
(15) Senior Information Management Specialist

- Minimum of six years of experience in a broad-base ADP services environment of which at least three must be
DoD related.

(16) Senior NEN Analyst

- Minimum of six years related experience with the NEN program including NEN invoicing with NAVSEA,
Network Enterprise Tool (NET), CLIN offerings and NEN ordering.

(17) Senior Program Analyst

- Minimum of six years of experience, with at least three years of experience in one or more of the following: IT
and network acquisition, analysis, planning, integrated logistics support, enterprise architecture or program cost
analysis.

(18) Reserved.

(19) Reserved.

(20) Systems Administrator (Unix) - One individual must have a current TS Clearance and be eligible for access
to SCIL.

- Minimum of three years hands-on technical Unix technical experience including system backup/recovery, basic
software management, security management, library management, operating computer systems, sizing,
performance, tuning, installation and configuration of hardware/software/network troubleshooting, and resource
allocation;

- Minimum of three years hands-on addition, should have a working knowledge of major network tools such as:
firewalls, knowledge of computing and networking vulnerabilities, attach methods and latest detection methods;
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- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.

- This position is designated as IT Level 1.

(21) Systems Administrator (Windows)

- Minimum of three years hands-on Windows technical experience including system backup/recovery, basic
software management, security management, library management, operating computer systems, sizing,
performance, tuning, installation and configuration of hardware/software/network troubleshooting, and resource

allocation;

- Experience with or working knowledge of major network tools such as: firewalls, knowledge of computing and
networking vulnerabilities, attach methods and latest detection methods:

- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.

- This position is designated as IT Level 1.

(22) Systems Engineer (Network)

- Minimum of three years of related design and implementation experience for DoD programs with local area
network (LAN)/ wide area network (WAN) corporate environments using Cisco, Juniper, TCP/IP and VoIP
technologies with routers, switches, fiber optics, firewalls and cable plant design;

- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.

- This position is designated as IT Level 1.

(23) Systems Engineer (Windows) - One individual must have a current TS Clearance and be eligible for access
to SCL

- Minimum of three years related operating systems design and implementation experience for DoD Programs
with networked corporate environments using Microsoft Windows Server, Microsoft Exchange. Active Directory,
VMWare, storage systems (e.g. NetApp, EMC), and TCP/IP;

- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.

- This position is designated as IT Level 1.

(24) Systems Programmer (Oracle)

- Minimum of four years of related experience with Oracle as a Data Base Administrator (DBA):

- Experience shall with relational database management systems (RDBMS) design, schema design, database
hardware and software design, query languages, and performance tuning of database systems:

- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.
- This position is designated as IT Level 1.
(25) Systems Programmer (Web)

- Minimum of four years of related experience in using various programming languages to develop websites and
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network systems. maintaining databases, developing new user interfaces and designing and debugging websites:
- Demonstrated experience with programming languages such as HTML, JavaScript, CSS and C++.

- This position is designated as IT Level 1.

(26) Senior Data Management Specialist

- Minimum of four years of experience in developing and maintaining documentation and/or data management
systems, with at least two years involving DoD programs;

- Experience with Microsoft Word, Excel and SharePoint.

(27) Systems Security Engineer - Four individuals must have a current TS Clearance and be eligible for access to
SCIL

- Minimum of four years of related experience in cyber-security and security auditing of IT and network systems;
- Per DoD Directive 8570.01-M or successor, this position requires IAT Level 2 or higher.
- This position is designated as IT Level 1.

(28) Information System Security Officer (ISSO) - One individual must have a current TS Clearance and be
eligible for access to SCI.

- Minimum of four years of related experience in managing the security aspects of an information system and the
daily security operations of a system;

- Experience with physical and environmental protection, personnel security, incident handling, and security
training and awareness:

- Per DoD Directive 8570.01-M or successor, this position requires IAM Level 2 or higher.
- This position is designated as IT Level 1.
(29) IT Procurement Analyst

- Minimum of two years of related experience in acquisition support with preparing procurement packages and/or
artifacts for the procuring activities: conducting market research, acquiring vendor quotes, prepare, submit and
monitor IT Purchase Requests via Navy Information Dominance Approval System (NAVIDAS).

H.4 RESUME FORMAT AND CONTENT REQUIREMENTS
(a) In order to facilitate evaluation, all resumes shall be provided in the following format:
(1) HEADER

- Complete Name

- Current Employer

- Task Order Labor Category

- Contractor Labor Category

- Percentage of time to be allocated to this effort upon award of this Task Order*
- Current security clearance level per JPAS (Identify if interim or final)
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- Current work location
- Planned work location upon award of this Task Order

(2) EDUCATION/PROFESSIONAL DEVELOPMENT

(1) Show any degrees. honors, publications, professional licenses, specialized certifications and other evidence of
professional accomplishments that are directly relevant and will impact the Offeror’s qualifications to perform
under the Task Order.

(i1) For education and training, the following format is preferred:

- Academic: Degrees(s); Date(s): Institution; Major/Minor

- Non-Academic: Course title, date(s), approximate length

- Professional licenses and specialized certifications. (Note the date obtained for each, as well as the date when
each license/certification requires renewal)

(3) CHRONOLOGICAL WORK HISTORY/EXPERIENCE*

- Employer: Dates (month/year): Title(s) held
- Work experience shall be presented separately for each employer, clearly marked with proper category of
experience (i.e., Relevant Experience; Non-Relevant Experience.).

*Note: If relevant and non-relevant experience were obtained while at the same employer, separate time periods
shall be noted for each assignment. (This is necessary to prevent an Offeror from describing relevant experience
obtained in a six month assignment for Company A as applicable to the entire 10-year employment with that firm,
for example, and to ensure Offerors' proposals are evaluated on an equal basis). Responsibilities shall be discussed
in sufficient detail for each assignment so as to permit comparison with desired experience levels in Section H.
Specific examples of work assignments, accomplishments, and products shall be provided.

(b) Phrases such as "assisted with", "participated in", or "supported" are unacceptable except as introductory to a
detailed description of the actual work performed. If no such description is provided, the sentence or bulleted
information will NOT be considered in the resume evaluation process. This is because evaluators would not be
able to identify the specific technical work contributions made by the individual.

(c) Resume information shall be presented in bullet format. This will allow evaluators to focus on relevant
information.

(d) Offerors shall note that the lack of specific definition in job responsibilities, services performed or products
produced may be viewed as a lack of understanding of the Government’s overall technical requirements.

(e) All relevant military experience claimed shall be described such that each relevant tour is treated as a separate
employer. Time frames/titles/responsibilities shall be provided in accordance with the level of detail prescribed
above. Military experience not documented in this manner will not be considered.

(f) All gaps in between positions shall be explained.

(g) Certification or correctness of information signed and dated by both the person named and the Offeror.

The employee certification shall include the following statement: CERTIFICATION: “I certify that the experience
and professional development described herein are complete and accurate in all respects. I consent to the
disclosure of my resume for NSWCDD Task Order N00178-14-D-7204-0004 by Bowhead Professional Services
at award) and intend to make myself available to work under any resultant contract to the extent proposed.

Employee Signature and Date Offeror Signature and Date
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(h) Resumes without this certification will be unacceptable and will not be considered.

(1) If the employee is not a current employee of the Offeror (or a proposed Subcontractor), a copy of the accepted
offer letter shall be provided. The letter shall identify the projected start date. The Cost Proposal shall include
documentation that identifies the agreed-to salary amount.

H.5 FUNDING PROFILE

(a) It is estimated that these incremental funds will provide for the number of hours of labor stated below. The
following details funding to date:

CLIN Total Funding Previous Total Balance
ICPIF this Action Funding Funded Unfunded

Base Period
'
'
, — — - 1 - 1 I
, 1 N S I
'
. — — S N S —_
, — — - 1
, — — - 1 - 1 —
. 1 1 S
. _1 _ N
, — — - 1 -1 _ R
, — — - 1 R S I
| — J— IR S R —

ption Period 1

7100 $ $ - $ - $ - $ -
'
'
. — _ - S S —_
, — - N -1 PR I
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Option Period 2

$
Total OY2 $
Option Period 3
$

Option Period 4

$

H.6 LABOR TRIPWIRE JUSTIFICATION

(a) The Contractor shall advise the COR and the PCO, by e-mail, if the pending addition of any individual (Key
or non-Key) will be at a fully loaded (through target fee) labor rate that exceeds the labor tripwire amount in a
contract labor category with no previous tripwire approval. If the contract labor category has not been approved.
the Contractor may not proceed with the addition until it is advised by the PCO that the request has been
approved.

(b) The Contractor's request shall include: the proposed individual's resume, labor hourly rate build-up, labor hours
per work year. detailed justification for the addition of the particular individual based on his/her technical
expertise and projected technical impact on the Task Order/Technical Instruction. If the individual is a
subcontractor or consultant, the rate build-up shall include the prime Contractor's pass through rate.

(c) Currently, the labor tripwire is $156 per hour, regardless of the number of labor hours the proposed individual
will work. The Contractor will be advised of any changes to this tripwire level that occurs during performance.

(d) The Contractor shall advise the COR and the PCO, by e-mail, if the difference between the current average
actual fully loaded (through target fee) labor rate for any contract labor category (Key or non-Key) which is
greater than 10% from the average bidding fully loaded (through target fee) labor rate for the month invoiced.

H.7 SAVINGS INITIATIVES

(a) The following cost savings initiatives are required under this Task Order:



CONTRACT NO. DELIVERY ORDER NO. AMENDMENT/MODIFICATION NO. | PAGE FINAL
N00178-14-D-7204 N00178-14-D-7204-0004 25 145 of 183

(1) Annual Labor Escalation

(2) Maximum Pass-Thru Rate:

(3) Maximum Fee rates than those reflected in the solicitation: none

(4) Other: none

(b) The Government also strongly encourages the prime Contractor to eliminate “double pass-thru” costs by
avoiding second tier subcontractors/consultants during performance and where this situation is unavoidable,
limiting Subcontractor pass-thru costs to the lower of:

(1) The prime Contractor’s pass-thru rate under this order or;

(2) The Subcontractor’s SeaPort-e pass-thru rate where the Subcontractor is also a prime Contractor under
SeaPort-e.

CLAUSES INCORPORATED BY FULL TEXT

5252.202-9101 ADDITIONAL DEFINITIONS (MAY 1993)

As used throughout this contract, the following terms shall have the meanings set forth below:
(a) DEPARTMENT - means the Department of the Navy.

(b) REFERENCES TO THE FEDERAL ACQUISITION REGULATION (FAR) - All references to the FAR in
this contract shall be deemed to also reference the appropriate sections of the Defense FAR Supplement (DFARS),
unless clearly indicated otherwise.

(c) REFERENCES TO ARMED SERVICES PROCUREMENT REGULATION OR DEFENSE ACQUISITION
REGULATION - All references in this document to either the Armed Services Procurement Regulation (ASPR)
or the Defense Acquisition Regulation (DAR) shall be deemed to be references to the appropriate sections of the
FAR/DFARSs.

NAVSEA 5252.216-9122 5252.216-9122 LEVEL OF EFFORT (DEC 2000)

(a) The Contractor agrees to provide the total level of effort specified in the next sentence in performance of the work
described in Sections B and C of this contract. The total level of effort for the performance of this contract shall be
See Table 1 total man-hours of direct labor, including subcontractor direct labor for those subcontractors specifically
identified in the Contractor's proposal as having hours included in the proposed level of effort.

Table 1.

CLIN Total Man Hours Compensated Man Hours | Uncompensated Man Hours
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b) Of the total man-hours of direct labor set forth above, it is estimated that man-hours are uncompensated effort.

Uncompensated effort is defined as hours provided by personnel in excess of 40 hours per week without additional
compensation for such excess work. All other effort is defined as compensated effort. If no effort is indicated in the
first sentence of this paragraph, uncompensated effort performed by the Contractor shall not be counted in fulfillment
of the level of effort obligations under this contract.

(c) Effort performed in fulfilling the total level of effort obligations specified above shall only include effort
performed in direct support of this contract and shall not include time and effort expended on such things as (local
travel to and from an employee's usual work location), uncompensated effort while on travel status, truncated lunch
periods, work (actual or inferred) at an employee's residence or other non-work locations (except as provided in
paragraph (j) below). or other time and effort which does not have a specific and direct contribution to the tasks
described in Sections B and C.

(d) The level of effort for this contract shall be expended at an average rate of approximately Offeror to fill-in hours
per week. It is understood and agreed that the rate of man-hours per month may fluctuate in pursuit of the technical
objective, provided such fluctuation does not result in the use of the total man-hours of effort prior to the expiration of
the term hereof, except as provided in the following paragraph.

(e) If, during the term hereof, the Contractor finds it necessary to accelerate the expenditure of direct labor to such an
extent that the total man-hours of effort specified above would be used prior to the expiration of the term, the
Contractor shall notify the Contracting Officer in writing setting forth the acceleration required, the probable benefits
which would result, and an offer to undertake the acceleration at no increase in the estimated cost or fee together with
an offer, setting forth a proposed level of effort, cost breakdown, and proposed fee, for continuation of the work until
expiration of the term hereof. The offer shall provide that the work proposed will be subject to the terms and
conditions of this contract and any additions or changes required by then current law, regulations, or directives, and
that the offer, with a written notice of acceptance by the Contracting Officer, shall constitute a binding contract. The
Contractor shall not accelerate any effort until receipt of such written approval by the Contracting Officer. Any
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agreement to accelerate will be formalized by contract modification.

(f) The Contracting Officer may, by written order, direct the Contractor to accelerate the expenditure of direct labor
such that the total man-hours of effort specified in paragraph (a) above would be used prior to the expiration of the
term. This order shall specify the acceleration required and the resulting revised term. The Contractor shall
acknowledge this order within five days of receipt.

(g) If the total level of effort specified in paragraph (a) above is not provided by the Contractor during the period of
this contract, the Contracting Officer, at its sole discretion, shall either (i) reduce the fee of this contract as follows:

Fee Reduction = Fee (Required LOE - Expended LOE)
Required LOE

or (ii) subject to the provisions of the clause of this contract entitled "LIMITATION OF COST" (FAR 52.232-20) or
"LIMITATION OF COST (FACILITIES)" (FAR 52.232-21), as applicable, require the Contractor to continue to
perform the work until the total number of man-hours of direct labor specified in paragraph (a) above shall have been
expended, at no increase in the fee of this contract.

(h) The Contractor shall provide and maintain an accounting system, acceptable to the Administrative Contracting
Officer and the Defense Contract Audit Agency (DCAA), which collects costs incurred and effort (compensated and
uncompensated, if any) provided in fulfillment of the level of effort obligations of this contract. The Contractor shall
indicate on each invoice the total level of effort claimed during the period covered by the invoice, separately
identifying compensated effort and uncompensated effort, if any.

(i) Within 45 days after completion of the work under each separately identified period of performance hereunder.
the Contractor shall submit the following information in writing to the Contracting Officer with copies to the
cognizant Contract Administration Office and to the DCAA office to which vouchers are submitted: (1) the total
number of man-hours of direct labor expended during the applicable period; (2) a breakdown of this total showing
the number of man-hours expended in each direct labor classification and associated direct and indirect costs; (3) a
breakdown of other costs incurred; and (4) the Contractor's estimate of the total allowable cost incurred under the
contract for the period. Within 45 days after completion of the work under the contract, the Contractor shall
submit, in addition, in the case of a cost underrun; (5) the amount by which the estimated cost of this contract may
be reduced to recover excess funds and, in the case of an underrun in hours specified as the total level of effort:
and (6) a calculation of the appropriate fee reduction in accordance with this clause. All submissions shall include
subcontractor information.

(3) Unless the Contracting Officer determines that alternative worksite arrangements are detrimental to contract
performance, the Contractor may perform up to 10% of the hours at an alternative worksite, provided the Contractor
has a company-approved alternative worksite plan. The primary worksite is the traditional “main office” worksite. An
alternative worksite means an employee’s residence or a telecommuting center. A telecommuting center is a
geographically convenient office setting as an alternative to an employee’s main office. The Government reserves the
right to review the Contractor’s alternative worksite plan. In the event performance becomes unacceptable, the
Contractor will be prohibited from counting the hours performed at the alternative worksite in fulfilling the total level
of effort obligations of the contract. Regardless of work location, all contract terms and conditions, including security
requirements and labor laws, remain in effect. The Government shall not incur any additional cost nor provide
additional equipment for contract performance as a result of the Contractor’s election to implement an alternative
worksite plan.

(k) Notwithstanding any of the provisions in the above paragraphs, the Contractor may furnish man-hours up to five
percent in excess of the total man-hours specified in paragraph (a) above, provided that the additional effort is
furnished within the term hereof, and provided further that no increase in the estimated cost or fee is required.



(End of Text)

NAVSEA 5252.232-9104 ALLOTMENT OF FUNDS (JAN 2008)

(a) This contract is incrementally funded with respect to both cost and fee. The amount(s) presently available and
allotted to this contract for payment of fee for incrementally funded contract line item number/contract subline
item number (CLIN/SLIN), subject to the clause entitled "FIXED FEE" (FAR 52.216-8) or "INCENTIVE FEE"
(FAR 52.216-10), as appropriate, is specified below. The amount(s) presently available and allotted to this contract
for payment of cost for incrementally funded CLINs/SLINS is set forth below. As provided in the clause of this
contract entitled "LIMITATION OF FUNDS" (FAR 52.232-22), the CLINs/SLINs covered thereby, and the period
of performance for which it is estimated the allotted amount(s) will cover are as follows:

Period of Allotted to Allotted to Estimated

CLIN Performance Cost Fee ICPIF

se Period
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Option Period 2
Total OY2 $
Period 3
Total OY3 $
Option Period 4
Total OY4 $

(b) The parties contemplate that the Government will allot additional amounts to this contract from time to time
for the incrementally funded CLINs/SLINs by unilateral contract modification, and any such modification shall
state separately the amount(s) allotted for cost, the amount(s) allotted for fee, the CLINs/SLINs covered thereby,
and the period of performance which the amount(s) are expected to cover.

(c) CLINs/SLINs 7021 are fully funded and performance under these CLINs/SLINS is subject to the clause of this
contract entitled "LIMITATION OF COST" (FAR 52.232-20).

(End of Clause)

NAVSEA 5252.237-9106 SUBSTITUTION OF PERSONNEL (SEP 1990)

(a) The Contractor agrees that a partial basis for award of this contract is the list of key personnel proposed.
Accordingly, the Contractor agrees to assign to this contract those key personnel whose resumes were submitted
with the proposal necessary to fulfill the requirements of the contract. No substitution shall be made without prior
notification to and concurrence of the Contracting Officer in accordance with this requirement.

(b) All proposed substitutes shall have qualifications equal to or higher than the qualifications of the person to be
replaced. The Contracting Officer shall be notified in writing of any proposed substitution at least forty-five (45)
days, or ninety (90) days if a security clearance is to be obtained, in advance of the proposed substitution. Such
notification shall include: (1) an explanation of the circumstances necessitation the substitution; (2) a complete
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resume of the proposed substitute: (3) any other information requested by the Contracting Officer to enable
him/her to judge whether or not the Contractor is maintaining the same high quality of personnel that provided the
partial basis for award.

(End of Clause)
NAVSEA 5252.242-9115 TECHNICAL INSTRUCTIONS (APR 2015)

(a) Performance of the work hereunder may be subject to written technical instructions signed by the Contracting
Officer and the Contracting Officer's Representative specified in Section G of this contract. As used herein,
technical instructions are defined to include the following:

(1) Directions to the Contractor which suggest pursuit of certain lines of inquiry, shift work emphasis, fill in
details or otherwise serve to accomplish the contractual statement of work.

(2) Guidelines to the Contractor which assist in the interpretation of drawings, specifications or technical portions
of work description.

(b) Technical instructions must be within the general scope of work stated in the contract. Technical instructions
may not be used to: (1) assign additional work under the contract; (2) direct a change as defined in the
"CHANGES" clause of this contract; (3) increase or decrease the contract price or estimated contract amount
(including fee), as applicable, the level of effort, or the time required for contract performance; or (4) change any
of the terms, conditions or specifications of the contract.

(c) If, in the opinion of the Contractor, any technical instruction calls for effort outside the scope of the contract or
is inconsistent with this requirement, the Contractor shall notify the Contracting Officer in writing within ten (10)
working days after the receipt of any such instruction. The Contractor shall not proceed with the work affected by
the technical instruction unless and until the Contractor is notified by the Contracting Officer that the technical
instruction is within the scope of this contract.

(d) Nothing in the foregoing paragraph shall be construed to excuse the Contractor from performing that portion of
the contractual work statement which is not affected by the disputed technical instruction.

(End of Clause)
DdI-H13 POST AWARD CONTRACTOR PERSONNEL APPROVAL

(a) Requests for post award approval of additional and/or replacement Resumed Key Personnel shall be submitted
via e-mail. E-mail submissions shall be made simultaneously to the Contract Specialist, COR, and the Alternate
COR. Electronic notification via e-mail from the Contracting Officer will serve as written approval/disapproval.
This approval is required before an individual may begin charging to the Task Order.

(b) Resumes shall be submitted in the format required. However, in order to expedite contract administration,
Contractor format may be used provided that sufficient information is submitted for an independent comparison of
the individual’s qualifications with labor category requirements.

(c) If the employee is not a current employee of the Contractor (or a Subcontractor), a copy of the accepted offer
letter (which identifies a projected start date and the agreed to annual salary) shall be provided.

(d) TRIPWIRE NOTIFICATION

(1) If the employee is a current employee of the Contractor (or a Subcontractor), the fully burdened hourly rate
that will be invoiced under the Task Order shall be provided. If the labor rate to be invoiced for the individual will
exceed any Navy labor rate tripwire for service contracts in effect at time of the request for approval, the
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Contractor shall fully justify why the proposed individual is required for contract performance and the specific
benefit to be derived from the individual’s addition to the task order. The COR will provide the current Navy labor

rate tripwire information upon request.

(End of Clause)
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SECTION I CONTRACT CLAUSES

CLAUSES INCORPORATED BY REFERENCE

52.237-2 | Protection of Government Buildings, Equipment, and Vegetation I APR 1984 I

All clauses in the Offerors MAC contract apply to this Task Order, except for the following:
-52.227-3
-52.227-13
- 252.246-7001 Alternates I & II.

Note: Regarding 52.244-2 -- SUBCONTRACTS (JUNE 2007) - ALTERNATE I (JUNE 2007), Teaming
arrangement with any firm not included in the Contractor's basic MAC contract must be submitted to the basic
MAC Contracting Officer for approval. Team member (subcontract) additions after Task Order award must be
approved by the Task Order Contracting Officer.

CLAUSES INCORPORATED BY FULL TEXT

52.216-10 INCENTIVE FEE (June 2011)(Applicable to CLIN 7000 through 7012 and: if Options exercised,
CLIN 7100-7112 and CLINs 7200-7212; and if Award Terms earned CLINs 7300-7312 and 7400-7412.)

(a) General. The Government shall pay the Contractor for performing this contract a fee determined as provided in
this contract.

(b) Target cost and target fee. The target cost and target fee specified in the Schedule are subject to adjustment if
the contract is modified in accordance with paragraph (d) of this clause.

(1) “Target cost.” as used in this contract, means the estimated cost of this contract as initially negotiated, adjusted
in accordance with paragraph (d) of this clause.

(2) “Target fee,” as used in this contract, means the fee initially negotiated on the assumption that this contract
would be performed for a cost equal to the estimated cost initially negotiated, adjusted in accordance with
paragraph (d) of this clause.

(c) Withholding of payment.

(1) Normally, the Government shall pay the fee to the Contractor as specified in the Schedule. However, when the
Contracting Officer considers that performance or cost indicates that the Contractor will not achieve target, the
Government shall pay on the basis of an appropriate lesser fee. When the Contractor demonstrates that
performance or cost clearly indicates that the Contractor will earn a fee significantly above the target fee, the
Government may, at the sole discretion of the Contracting Officer, pay on the basis of an appropriate higher fee.

(2) Payment of the incentive fee shall be made as specified in the Schedule; provided that the Contracting Officer
withholds a reserve not to exceed 15 percent of the total incentive fee or $100,000, whichever is less, to protect
the Government’s interest. The Contracting Officer shall release 75 percent of all fee withholds under this contract
after receipt of an adequate certified final indirect cost rate proposal covering the year of physical completion of
this contract, provided the Contractor has satisfied all other contract terms and conditions, including the
submission of the final patent and royalty reports, and is not delinquent in submitting final vouchers on prior
years’ settlements. The Contracting Officer may release up to 90 percent of the fee withholds under this contract
based on the Contractor’ s past performance related to the submission and settlement of final indirect cost rate
proposals.

(d) Equitable adjustments. When the work under this contract is increased or decreased by a modification to this
contract or when any equitable adjustment in the target cost is authorized under any other clause, equitable
adjustments in the target cost, target fee, minimum fee, and maximum fee payable.
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(e) Fee payable

(1) The fee payable under this contract shall be the target fee increased by thirty cents ($0.30) for every dollar that
the total allowable cost is less than the target cost or decreased by thirty cents ($0.30) for every dollar that the
total allowable cost exceeds the target cost. In no event shall the fee be greater than nine percent (9%) or less than
two percent (2%) of the target cost.

(2) The fee shall be subject to adjustment, to the extent provided in paragraph (d) of this clause, and within the
minimum and maximum fee limitations in paragraph (e)(1) of this clause, when the total allowable cost is
increased or decreased as a consequence of—

(1) Payments made under assignments; or
(i1) Claims excepted from the release as required by paragraph (h)(2) of the Allowable Cost and Payment clause.

(3) If this contract is terminated in its entirety, the portion of the target fee payable shall not be subject to an
increase or decrease as provided in this paragraph. The termination shall be accomplished in accordance with other
applicable clauses of this contract.

(4) For the purpose of fee adjustment, “total allowable cost™ shall not include allowable costs arising out of—
(1) Any of the causes covered by the Excusable Delays clause to the extent that they are beyond the control and
without the fault or negligence of the Contractor or any subcontractor:;

(i1) The taking effect, after negotiating the target cost, of a statute, court decision, written ruling, or regulation that
results in the Contractor’s being required to pay or bear the burden of any tax or duty or rate increase in a tax or

duty;

(1i1) Any direct cost attributed to the Contractor’s involvement in litigation as required by the Contracting Officer
pursuant to a clause of this contract, including furnishing evidence and information requested pursuant to the
Notice and Assistance Regarding Patent and Copyright Infringement clause;

(iv) The purchase and maintenance of additional insurance not in the target cost and required by the Contracting
Officer, or claims for reimbursement for liabilities to third persons pursuant to the Insurance Liability to Third
Persons clause;

(v) Any claim, loss, or damage resulting from a risk for which the Contractor has been relieved of liability by the
Government Property clause; or

(vi) Any claim, loss, or damage resulting from a risk defined in the contract as unusually hazardous or as a
nuclear risk and against which the Government has expressly agreed to indemnify the Contractor.

(5) All other allowable costs are included in “total allowable cost™ for fee adjustment in accordance with this
paragraph (e). unless otherwise specifically provided in this contract.

(f) Contract modification. The total allowable cost and the adjusted fee determined as provided in this clause shall
be evidenced by a modification to this contract signed by the Contractor and Contracting Officer.

(g) Inconsistencies. In the event of any language inconsistencies between this clause and provisioning documents
or Government options under this contract, compensation for spare parts or other supplies and services ordered
under such documents shall be determined in accordance with this clause.

(End of Clause)

52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) (NAVSEA VARIATION)
(APR 2015)
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(a) The Government may extend the term of this contract by written notice(s) to the Contractor within the periods
specified below. If more than one option exists the Government has the right to unilaterally exercise any such
option whether or not it has exercised other options.

ITEM(S) LATEST OPTION EXERCISE DATE

Item(s) Latest Option Exercise Date

7101, 7102, 7103, 7104, 7105, 7106, 7107, 7108, No later than 15 months after contract award
7109.7110,7111, 7113, 7114, 7115, 7116, 7117, 7118,
7119, 7120, 7121, 7122, 7123, 7124, 7125, 7126

7201, 7202, 7203. 7204, 7205. 7206, 7207, 7208, No later than 15 days prior to the end of the current term.
7209.7210,7211. 7213, 7214, 7215, 7216, 7217,
7218, 7219, 7220, 7221, 7222, 7223, 7224, 7225,
7226

7301, 7302, 7303. 7304, 7305, 7306, 7307, 7308, No later than 15 days prior to the end of the current term.
7309,7310,7311, 7313, 7314, 7315, 7316, 7317,
7318, 7319, 7320, 7321, 7322, 7323, 7324, 7325,
7326

7401, 7402, 7403, 7404, 7405, 7406, 7407, 7408, No later than 15 days prior to the end of the current term.
7409,7410,7411,7412, 7413, 7414, 7415, 7416, 7417,
7418, 7419, 7420, 7421, 7422, 7423, 7424, 7425,
7426

(b) If the Government exercises this option, the extended contract shall be considered to include this option
clause.

(c) The total duration of this contract, including the exercise of any option(s) under this clause, shall not exceed
five (5) years, however, in accordance with paragraph (j) of the requirement of this contract entitled "LEVEL OF
EFFORT — ALTERNATE 1", (NAVSEA 5252.216-9122), if the total manhours delineated in paragraph (a) of the
LEVEL OF EFFORT requirement, have not been expended within the period specified above, the Government
may require the Contractor to continue to perform the work until the total number of manhours specified in
paragraph (a) of the aforementioned requirement have been expended.

(End of Clause)
52.222-2 PAYMENT FOR OVERTIME PREMIUMS (JUL 1990)

(a) The use of overtime is authorized under this contract if the overtime premium does not exceed 0 or the
overtime premium is paid for work--

(1) Necessary to cope with emergencies such as those resulting from accidents, natural disasters, breakdowns of
production equipment, or occasional production bottlenecks of a sporadic nature;

(2) By indirect-labor employees such as those performing duties in connection with administration, protection,
transportation, maintenance, standby plant protection, operation of utilities, or accounting;

(3) To perform tests, industrial processes, laboratory procedures, loading or unloading of transportation
conveyances, and operations in flight or afloat that are continuous in nature and cannot reasonably be interrupted
or completed otherwise: or

(4) That will result in lower overall costs to the Government.

(b) Any request for estimated overtime premiums that exceeds the amount specified above shall include all
estimated overtime for contract completion and shall—

(1) Identify the work unit; e.g., department or section in which the requested overtime will be used, together with
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present workload, staffing, and other data of the affected unit sufficient to permit the Contracting Officer to
evaluate the necessity for the overtime:

(2) Demonstrate the effect that denial of the request will have on the contract delivery or performance schedule:

(3) Identify the extent to which approval of overtime would affect the performance or payments in connection
with other Government contracts, together with identification of each affected contract; and

(4) Provide reasons why the required work cannot be performed by using multi-shift operations or by employing
additional personnel.

(End of Clause)
52.243-7 NOTIFICATION OF CHANGES (APR 1984)

(a) Definitions. "Contracting Officer," as used in this clause, does not include any representative of the Contracting
Officer.

"Specifically Authorized Representative (SAR)," as used in this clause, means any person the Contracting Officer
has so designated by written notice (a copy of which shall be provided to the Contractor) which shall refer to this
subparagraph and shall be issued to the designated representative before the SAR exercises such authority.

(b) Notice. The primary purpose of this clause is to obtain prompt reporting of Government conduct that the
Contractor considers to constitute a change to this contract. Except for changes identified as such in writing and
signed by the Contracting Officer, the Contractor shall notify the Administrative Contracting Officer in writing
promptly, within ___ (to be negotiated) calendar days from the date that the Contractor identifies any
Government conduct (including actions, inactions, and written or oral communications) that the Contractor regards
as a change to the contract terms and conditions. On the basis of the most accurate information available to the
Contractor, the notice shall state --

(1) The date, nature, and circumstances of the conduct regarded as a change;

(2) The name, function, and activity of each Government individual and Contractor official or employee involved
in or knowledgeable about such conduct;

(3) The identification of any documents and the substance of any oral communication involved in such conduct;
(4) In the instance of alleged acceleration of scheduled performance or delivery, the basis upon which it arose;

(5) The particular elements of contract performance for which the Contractor may seek an equitable adjustment
under this clause, including --

(i) What contract line items have been or may be affected by the alleged change:
(i) What labor or materials or both have been or may be added, deleted, or wasted by the alleged change;

(i11) To the extent practicable, what delay and disruption in the manner and sequence of performance and effect on
continued performance have been or may be caused by the alleged change;

(iv) What adjustments to contract price, delivery schedule, and other provisions affected by the alleged change are
estimated: and

(6) The Contractor’s estimate of the time by which the Government must respond to the Contractor’s notice to
minimize cost, delay or disruption of performance.

(c) Continued performance. Following submission of the notice required by paragraph (b) of this clause, the
Contractor shall diligently continue performance of this contract to the maximum extent possible in accordance
with its terms and conditions as construed by the Contractor, unless the notice reports a direction of the
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Contracting Officer or a communication from a SAR of the Contracting Officer, in either of which events the
Contractor shall continue performance; provided, however, that if the Contractor regards the direction or
communication as a change as described in paragraph (b) of this clause, notice shall be given in the manner
provided. All directions, communications, interpretations, orders and similar actions of the SAR shall be reduced
to writing promptly and copies furnished to the Contractor and to the Contracting Officer. The Contracting Officer
shall promptly countermand any action which exceeds the authority of the SAR.

(d) Government response. The Contracting Officer shall promptly, within (to be negotiated) calendar days
after receipt of notice, respond to the notice in writing. In responding, the Contracting Officer shall either --

(1) Confirm that the conduct of which the Contractor gave notice constitutes a change and when necessary direct
the mode of further performance:

(2) Countermand any communication regarded as a change;

(3) Deny that the conduct of which the Contractor gave notice constitutes a change and when necessary direct the
mode of further performance; or

(4) In the event the Contractor’s notice information is inadequate to make a decision under subparagraphs (d)(1).
(2). or (3) of this clause, advise the Contractor what additional information is required, and establish the date by
which it should be furnished and the date thereafter by which the Government will respond.

(e) Equitable adjustments.

(1) If the Contracting Officer confirms that Government conduct effected a change as alleged by the Contractor,
and the conduct causes an increase or decrease in the Contractor’s cost of, or the time required for, performance of
any part of the work under this contract, whether changed or not changed by such conduct, an equitable
adjustment shall be made --

(1) In the contract price or delivery schedule or both; and
(i1) In such other provisions of the contract as may be affected.

(2) The contract shall be modified in writing accordingly. In the case of drawings, designs or specifications which
are defective and for which the Government is responsible, the equitable adjustment shall include the cost and
time extension for delay reasonably incurred by the Contractor in attempting to comply with the defective
drawings, designs or specifications before the Contractor identified, or reasonably should have identified. such
defect. When the cost of property made obsolete or excess as a result of a change confirmed by the Contracting
Officer under this clause is included in the equitable adjustment, the Contracting Officer shall have the right to
prescribe the manner of disposition of the property. The equitable adjustment shall not include increased costs or
time extensions for delay resulting from the Contractor’s failure to provide notice or to continue performance as
provided, respectively, in paragraphs (b) and (c) of this clause.

NOTE: The phrases "contract price" and "cost" wherever they appear in the clause, may be appropriately modified
to apply to cost-reimbursement or incentive contracts, or to combinations thereof.

252.203-7997 PROHIBITION ON CONTRACTING WITH ENTITIES THAT REQUIRE CERTAIN
INTERNAL CONFIDENTIALY AGREEMENTS (DEVIATION 2016-00003) (OCT 2015)

(a) The Contractor shall not require employees or subcontractors seeking to report fraud, waste, or abuse to sign or
comply with internal confidentiality agreements or statements prohibiting or otherwise restricting such employees
or contactors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law enforcement
representative of a Federal department or agency authorized to receive such information.

(b) The Contractor shall notify employees that the prohibitions and restrictions of any internal confidentiality
agreements covered by this clause are no longer in effect.
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(c) The prohibition in paragraph (a) of this clause does not contravene requirements applicable to Standard Form
312, Form 4414, or any other form issued by a Federal department or agency governing the nondisclosure of
classified information.

(d)(1) Use of funds appropriated (or otherwise made available) by the Continuing Appropriations Act, 2016 (Pub.
L. 114-53) or any other FY 2016 appropriations act that extends to FY 2016 funds the same prohibitions as
contained in sections 743 of division E, title VII, of the Consolidated and Further Continuing Appropriations Act,
2015 (Pub. L. 113-235) may be prohibited, if the Government determines that the Contractor is not in compliance
with the provisions of this clause.

(2) The Government may seek any available remedies in the event the Contractor fails to perform in accordance
with the terms and conditions of the contract as a result of Government action under this clause.

(End of clause)

252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR
REPORTED CYBER INCIDENT INFORMATION (DEC 2015)

(a) Definitions. As used in this clause—

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system,
in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the
copying of information to unauthorized media may have occurred.

“Controlled technical information” means technical information with military or space application that is subject to
controls on the access, use, reproduction, modification, performance, display. release, disclosure, or dissemination.
Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F using
the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical Documents. The term does not
include information that is lawfully publicly available without restrictions.

“Covered defense information” means unclassified information that—
(1) Is—
(1) Provided to the contractor by or on behalf of DoD in connection with the performance of the contract; or

(i1) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the
performance of the contract; and

(2) Falls in any of the following categories:
(i) Controlled technical information.

(i1) Critical information (operations security). Specific facts identified through the Operations Security process
about friendly intentions, capabilities, and activities vitally needed by adversaries for them to plan and act
effectively so as to guarantee failure or unacceptable consequences for friendly mission accomplishment (part of
Operations Security process).

(i11) Export control. Unclassified information concerning certain items, commodities, technology, software, or
other information whose export could reasonably be expected to adversely affect the United States national
security and nonproliferation objectives. To include dual use items: items identified in export administration
regulations, international traffic in arms regulations and munitions list; license applications: and sensitive nuclear
technology information.

(iv) Any other information, marked or otherwise identified in the contract, that requires safeguarding or
dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies (e.g.,
privacy, proprietary business information).

“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or
potentially adverse effect on an information system and/or the information residing therein.
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(b) Restrictions. The Contractor agrees that the following conditions apply to any information it receives or creates in the
performance of this contract that is information obtained from a third-party’s reporting of a cyber incident pursuant to
DFARS clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting (or derived from
such information obtained under that clause):

(1) The Contractor shall access and use the information only for the purpose of furnishing advice or technical
assistance directly to the Government in support of the Government’ activities related to clause 252.204-7012,
and shall not be used for any other purpose.

(2) The Contractor shall protect the information against unauthorized release or disclosure.

(3) The Contractor shall ensure that its employees are subject to use and non-disclosure obligations consistent
with this clause prior to the employees being provided access to or use of the information.

(4) The third-party contractor that reported the cyber incident is a third-party beneficiary of the non-disclosure
agreement between the Government and Contractor, as required by paragraph (b)(3) of this clause.

(5) A breach of these obligations or restrictions may subject the Contractor to—

(1) Criminal, civil, administrative, and contractual actions in law and equity for penalties, damages, and other appropriate
remedies by the United States; and

(i1) Civil actions for damages and other appropriate remedies by the third party that reported the cyber incident, as a third
party beneficiary of this clause.

(c) Subcontracts. The Contractor shall include this clause, including this paragraph (c). in subcontracts, or similar
contractual instruments, for services that include support for the Government’ activities related to safeguarding covered
defense information and cyber incident reporting, including subcontracts for commercial items, without alteration, except
to identify the parties.

(End of clause)

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT
REPORTING (DEC 2015)

(a) Definitions. As used in this clause—

“Adequate security” means protective measures that are commensurate with the consequences and probability of loss,
misuse, or unauthorized access to, or modification of information.

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system,
in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the
copying of information to unauthorized media may have occurred.

“Contractor attributional/proprietary information” means information that identifies the contractor(s), whether directly or
indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g.. program description, facility
locations), personally identifiable information, as well as trade secrets, commercial or financial information, or other
commercially sensitive information that is not customarily shared outside of the company.

“Contractor information system” means an information system belonging to, or operated by or for, the Contractor.

“Controlled technical information” means technical information with military or space application that is subject to
controls on the access, use, reproduction, modification, performance, display. release, disclosure, or dissemination.
Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F using
the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical Documents. The term does not
include information that is lawfully publicly available without restrictions.

“Covered contractor information system” means an information system that is owned, or operated by or for, a contractor
and that processes, stores, or transmits covered defense information.

“Covered defense information” means unclassified information that—
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(1) Is—
(A) Provided to the contractor by or on behalf of DoD in connection with the performance of the contract; or

(B) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the
performance of the contract; and

(ii) Falls in any of the following categories:
(A) Controlled technical information.

(B) Critical information (operations security). Specific facts identified through the Operations Security process about
friendly intentions, capabilities, and activities vitally needed by adversaries for them to plan and act effectively so as to
guarantee failure or unacceptable consequences for friendly mission accomplishment (part of Operations Security
process).

(C) Export control. Unclassified information concerning certain items, commodities, technology. software, or other
information whose export could reasonably be expected to adversely affect the United States national security and
nonproliferation objectives. To include dual use items; items identified in export administration regulations, international
traffic in arms regulations and munitions list; license applications; and sensitive nuclear technology information.

(D) Any other information, marked or otherwise identified in the contract, that requires safeguarding or dissemination
controls pursuant to and consistent with law, regulations, and Governmentwide policies (e.g., privacy, proprietary business
information).

“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or
potentially adverse effect on an information system and/or the information residing therein.

“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for investigative
purposes in a manner that maintains the integrity of the data.

“Malicious software” means computer software or firmware intended to perform an unauthorized process that will have
adverse impact on the confidentiality, integrity, or availability of an information system. This definition includes a virus,
worm, Trojan horse, or other code-based entity that infects a host, as well as spyware and some forms of adware.

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks,
magnetic disks, large-scale integration memory chips, and printouts onto which information is recorded, stored, or printed
within an information system.

“Operationally critical support’ means supplies or services designated by the Government as critical for airlift, sealift,
intermodal transportation services, or logistical support that is essential to the mobilization, deployment, or sustainment of
the Armed Forces in a contingency operation.

“Rapid(ly) report(ing)” means within 72 hours of discovery of any cyber incident.

“Technical information” means technical data or computer software, as those terms are defined in the clause at DFARS
252.227-7013. Rights in Technical Data-Non Commercial Items, regardless of whether or not the clause is incorporated in
this solicitation or contract. Examples of technical information include research and engineering data, engineering
drawings, and associated lists, specifications, standards, process sheets, manuals, technical reports, technical orders,
catalog-item identifications, data sets, studies and analyses and related information, and computer software executable
code and source code.

(b) Adequate security. The Contractor shall provide adequate security for all covered defense information on all covered
contractor information systems that support the performance of work under this contract. To provide adequate security, the
Contractor shall—

(1) Implement information systems security protections on all covered contractor information systems including, at a
minimum—

(1) For covered contractor information systems that are part of an Information Technology (IT) service or system operated
on behalf of the Government—
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(A) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010, Cloud
Computing Services, of this contract; and

(B) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security requirements
specified elsewhere in this contract; or

(i1) For covered contractor information systems that are not part of an IT service or system operated on behalf of the
Government and therefore are not subject to the security requirement specified at paragraph (b)(1)(i) of this clause—

(A) The security requirements in National Institute of Standards and Technology (NIST) Special Publication (SP)
800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations,”
http://dx.doi.org/10.6028/NIST.SP.800-171 that is in effect at the time the solicitation is issued or as authorized by the
Contracting Officer, as soon as practical, but not later than December 31, 2017. The Contractor shall notify the DoD CIO,
via email at osd.dibcsia@mail mil. within 30 days of contract award, of any security requirements specified by NIST SP
800-171 not implemented at the time of contract award; or

(B) Altemative but equally effective security measures used to compensate for the inability to satisfy a particular
requirement and achieve equivalent protection accepted in writing by an authorized representative of the DoD CIO; and

(2) Apply other information systems security measures when the Contractor reasonably determines that information
systems security measures, in addition to those identified in paragraph (b)(1) of this clause, may be required to provide
adequate security in a dynamic environment based on an assessed risk or vulnerability.

(c) Cvber incident reporting requirement.

(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the covered
defense information residing therein, or that affects the contractor’ ability to perform the requirements of the contract that
are designated as operationally critical support, the Contractor shall—

(1) Conduct a review for evidence of compromise of covered defense information, including, but not limited to,
identifying compromised computers, servers, specific data, and user accounts. This review shall also include analyzing
covered contractor information system(s) that were part of the cyber incident, as well as other information systems on the
Contractor’s network(s), that may have been accessed as a result of the incident in order to identify compromised covered
defense information, or that affect the Contractor’ ability to provide operationally critical support; and

(i1) Rapidly report cyber incidents to DoD at http://dibnet.dod mil.

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall
include, at a minimum, the required elements at http://dibnet.dod.mil.

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this clause, the
Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber incidents.
For information on obtaining a DoD-approved medium assurance certificate, see http:/iase.disa mil/pki/eca/Pages

/index.aspx.

(d) Malicious software. The Contractor or subcontractors that discover and isolate malicious software in connection with
a reported cyber incident shall submit the malicious software in accordance with instructions provided by the Contracting
Officer.

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor shall
preserve and protect images of all known affected information systems identified in paragraph (c)(1)(i) of this clause and
all relevant monitoring/packet capture data for at least 90 days from the submission of the cyber incident report to allow
DoD to request the media or decline interest.

(f) Access to additional information or equipment necessary for forensic analysis. Upon request by DoD, the Contractor
shall provide DoD with access to additional information or equipment that is necessary to conduct a forensic analysis.

(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting Officer
will request that the Contractor provide all of the damage assessment information gathered in accordance with paragraph
(e) of this clause.
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(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government shall protect against
the unauthorized use or release of information obtained from the contractor (or derived from information obtained from
the contractor) under this clause that includes contractor attributional/proprietary information, including such information
submitted in accordance with paragraph (c). To the maximum extent practicable, the Contractor shall identify and mark
attributional/proprietary information. In making an authorized release of such information, the Government will
implement appropriate procedures to minimize the contractor attributional/proprietary information that is included in such
authorized release, seeking to include only that information that is necessary for the authorized purpose(s) for which the
information is being released.

(1) Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is not
created by or for DoD is authorized to be released outside of DoD—

(1) To entities with missions that may be affected by such information;
(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;
(3) To Government entities that conduct counterintelligence or law enforcement investigations;

(4) For national security purposes, including cyber situational awareness and defense purposes (including with Defense
Industrial Base (DIB) participants in the program at 32 CFR part 236); or

(5) To a support services contractor (“recipient”) that is directly supporting Government activities under a contract that
includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber
Incident Information.

() Use and release of contractor attributional/proprietary information created by or for DoD. Information that is
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is created
by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized to be used and
released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and for any other lawful
Government purpose or activity, subject to all applicable statutory, regulatory, and policy based restrictions on the
Government’s use and release of such information.

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on the
interception, monitoring, access, use, and disclosure of electronic communications and data.

(1) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this clause
in no way abrogates the Contractor’s responsibility for other safeguarding or cyber incident reporting pertaining to its
unclassified information systems as required by other applicable clauses of this contract, or as a result of other applicable
U.S. Government statutory or regulatory requirements.

(m) Subcontracts. The Contractor shall—

(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual instruments, for operationally
critical support, or for which subcontract performance will involve a covered contractor information system, including
subcontracts for commercial items, without alteration, except to identify the parties; and

(2) When this clause is included in a subcontract, require subcontractors to rapidly report cyber incidents directly to DoD
at http:/dibnet.dod mil and the prime Contractor. This includes providing the incident report number, automatically
assigned by DoD, to the prime Contractor (or next higher-tier subcontractor) as soon as practicable.

(End of clause)

252.227-7013 RIGHTS IN TECHNICAL DATA--NONCOMMERCIAL ITEMS (FEB 2014)
(a) Definitions. As used in this clause—

(1) “Computer data base” means a collection of data recorded in a form capable of being processed by a
computer. The term does not include computer software.
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(2) “Computer program”™ means a set of instructions, rules, or routines recorded in a form that is capable of
causing a computer to perform a specific operation or series of operations.

(3) “Computer software” means computer programs, source code, source code listings, object code listings, design
details, algorithms, processes, flow charts, formulae and related material that would enable the software to be
reproduced, recreated, or recompiled. Computer software does not include computer data bases or computer
software documentation.

(4) “Computer software documentation” means owner's manuals, user's manuals, installation instructions,
operating instructions, and other similar items, regardless of storage medium, that explain the capabilities of the
computer software or provide instructions for using the software.

(5) "Covered Government support contractor" means a contractor (other than a litigation support contractor
covered by 252.204-7014) under a contract, the primary purpose of which is to furnish independent and impartial
advice or technical assistance directly to the Government in support of the Government’s management and
oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or
effort), provided that the contractor—

(1) Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any
direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services
of the type developed or produced on the program or effort; and

(i1) Receives access to technical data or computer software for performance of a Government contract that
contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information
Marked with Restrictive Legends.

(6) “Detailed manufacturing or process data” means technical data that describe the steps, sequences, and
conditions of manufacturing, processing or assembly used by the manufacturer to produce an item or component
or to perform a process.

(7) “Developed” means that an item, component, or process exists and is workable. Thus, the item or component
must have been constructed or the process practiced. Workability is generally established when the item,
component, or process has been analyzed or tested sufficiently to demonstrate to reasonable people skilled in the
applicable art that there is a high probability that it will operate as intended. Whether, how much, and what type of
analysis or testing is required to establish workability depends on the nature of the item, component, or process,
and the state of the art. To be considered “developed,” the item, component, or process need not be at the stage
where it could be offered for sale or sold on the commercial market, nor must the item. component, or process be
actually reduced to practice within the meaning of Title 35 of the United States Code.

(8) “Developed exclusively at private expense” means development was accomplished entirely with costs charged
to indirect cost pools, costs not allocated to a government contract, or any combination thereof.

(i) Private expense determinations should be made at the lowest practicable level.
(1) Under fixed-price contracts, when total costs are greater than the firm-fixed-price or ceiling price of the
contract, the additional development costs necessary to complete development shall not be considered when

determining whether development was at government, private, or mixed expense.

(9) “Developed exclusively with government funds” means development was not
accomplished exclusively or partially at private expense.

(10) “Developed with mixed funding” means development was accomplished partially with costs charged to
indirect cost pools and/or costs not allocated to a government contract, and partially with costs charged directly to



CONTRACT NO. DELIVERY ORDER NO. AMENDMENT/MODIFICATION NO. | PAGE FINAL
N00178-14-D-7204 N00178-14-D-7204-0004 25 165 of 183

a government contract.

(11) “Form, fit, and function data” means technical data that describes the required overall physical, functional,
and performance characteristics (along with the qualification requirements, if applicable) of an item, component,
or process to the extent necessary to permit identification of physically and functionally interchangeable items.

(12) “Government purpose” means any activity in which the United States Government is a party, including
cooperative agreements with international or multi-national defense organizations, or sales or transfers by the
United States Government to foreign governments or international organizations. Government purposes include
competitive procurement, but do not include the rights to use, modify, reproduce, release, perform, display, or
disclose technical data for commercial purposes or authorize others to do so.

(13) “Government purpose rights” means the rights to—

(1) Use, modify, reproduce, release, perform, display. or disclose technical data within the Government without
restriction; and

(i1) Release or disclose technical data outside the Government and authorize persons to whom release or disclosure
has been made to use, modify, reproduce, release, perform, display. or disclose that data for United States
government purposes.

(14) “Limited rights” means the rights to use, modify, reproduce, release, perform, display, or disclose technical
data, in whole or in part, within the Government. The Government may not, without the written permission of the
party asserting limited rights, release or disclose the technical data outside the Government. use the technical data
for manufacture, or authorize the technical data to be used by another party. except that the Government may
reproduce, release, or disclose such data or authorize the use or reproduction of the data by persons outside the
Government if—

(1) The reproduction, release, disclosure, or use is—

(A) Necessary for emergency repair and overhaul; or

(B) A release or disclosure to—

(1) A covered Government support contractor in performance of its covered Government support contract for use,
modification, reproduction, performance, display. or release or disclosure to a person authorized to receive limited
rights technical data; or

(2) A foreign government, of technical data other than detailed manufacturing or process data, when use of such
data by the foreign government is in the interest of the Government and is required for evaluational or

informational purposes;

(i1) The recipient of the technical data is subject to a prohibition on the further reproduction, release, disclosure, or
use of the technical data; and

(ii1) The contractor or subcontractor asserting the restriction is notified of such reproduction, release, disclosure, or
use.

(15) “Technical data” means recorded information, regardless of the form or method of the recording. of a
scientific or technical nature (including computer software documentation). The term does not include computer

software or data incidental to contract administration, such as financial and/or management information.

(16) “Unlimited rights” means rights to use, modify, reproduce, perform, display. release, or disclose technical data
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in whole or in part, in any manner, and for any purpose whatsoever, and to have or authorize others to do so.

(b) Rights in technical data. The Contractor grants or shall obtain for the Government the following royalty free,
world-wide, nonexclusive, irrevocable license rights in technical data other than computer software documentation
(see the Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation
clause of this contract for rights in computer software documentation):

(1) Unlimited rights. The Government shall have unlimited rights in technical data that are—

(1) Data pertaining to an item, component, or process which has been or will be developed exclusively with
Government funds;

(i1) Studies, analyses, test data, or similar data produced for this contract, when the study, analysis, test. or similar
work was specified as an element of performance;

(i11) Created exclusively with Government funds in the performance of a contract that does not require the
development, manufacture, construction, or production of items, components, or processes;

(iv) Form, fit, and function data;

(v) Necessary for installation, operation, maintenance, or training purposes (other than detailed manufacturing or
process data);

(vi) Corrections or changes to technical data furnished to the Contractor by the Government:

(vii) Otherwise publicly available or have been released or disclosed by the Contractor or subcontractor without
restrictions on further use, release or disclosure, other than a release or disclosure resulting from the sale, transfer,
or other assignment of interest in the technical data to another party or the sale or transfer of some or all of a
business entity or its assets to another party;

(viii) Data in which the Government has obtained unlimited rights under another Government contract or as a
result

of negotiations; or

(ix) Data furnished to the Government, under this or any other Government contract or subcontract thereunder,
with—

(A) Government purpose license rights or limited rights and the restrictive condition(s) has/have expired; or

(B) Government purpose rights and the Contractor's exclusive right to use such data for commercial purposes has
expired.

(2) Government purpose rights.

(1) The Government shall have government purpose rights for a five-year period, or such other period as may be
negotiated, in technical data—

(A) That pertain to items, components, or processes developed with mixed funding except when the Government
is

entitled to unlimited rights in such data

as provided in paragraphs (b)(1)(i1) and (b)(1)(iv) through (b)(1)(ix) of this clause: or

(B) Created with mixed funding in the performance of a contract that does not require the development,
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manufacture,
construction, or production of items, components, or processes.

(i1) The five-year period. or such other period as may have been negotiated, shall commence upon execution of the
contract, subcontract, letter contract (or similar contractual instrument), contract modification, or option exercise
that required development of the items, components, or processes or creation of the data described in paragraph
(b)(2)(1)(B) of this clause. Upon expiration of the five-year or other negotiated period, the Government shall have
unlimited rights in the technical data.

(111) The Government shall not release or disclose technical data in which it has government purpose rights
unless—

(A) Prior to release or disclosure, the intended recipient is subject to the non-disclosure agreement at 227.7103-7
of
the Defense Federal Acquisition Regulation Supplement (DFARS); or

(B) The recipient is a Government contractor receiving access to the data for performance of a Government
contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of Government-
Furnished Information Marked with Restrictive Legends.

(iv) The Contractor has the exclusive right. including the right to license others, to use technical data in which the
Government has obtained government purpose rights under this contract for any commercial purpose during the
time period specified in the government purpose rights legend prescribed in paragraph (£)(2) of this clause.

(3) Limited rights.

(1) Except as provided in paragraphs (b)(1)(i1) and (b)(1)(iv) through (b)(1)(ix) of this clause, the Government
shall have limited rights in technical data—

(A) Pertaining to items, components, or processes developed exclusively at private expense and marked with the
limited rights legend prescribed in paragraph (f) of this clause: or

(B) Created exclusively at private expense in the performance of a contract that does not require the development,
manufacture, construction, or production of items, components, or processes.

(i1) The Government shall require a recipient of limited rights data for emergency repair or overhaul to destroy the
data and all copies in its possession promptly following completion of the emergency repair/overhaul and to notify
the Contractor that the data have been destroyed.

(ii1) The Contractor, its subcontractors, and suppliers are not required to provide the Government additional rights
to use, modify, reproduce, release, perform, display, or disclose technical data furnished to the Government with
limited rights. However, if the Government desires to obtain additional rights in technical data in which it has
limited rights, the Contractor agrees to promptly enter into negotiations with the Contracting Officer to determine
whether there are acceptable terms for transferring such rights. All technical data in which the Contractor has
granted the Government additional rights shall be listed or described in a license agreement made part of the
contract. The license shall enumerate the additional rights granted the Government in such data.

(iv) The Contractor acknowledges that—
(A) Limited rights data are authorized to be released or disclosed to covered Government support contractors;

(B) The Contractor will be notified of such release or disclosure;
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(C) The Contractor (or the party asserting restrictions as identified in the limited rights legend) may require each
such covered Government support contractor to enter into a non-disclosure agreement directly with the Contractor
(or the party asserting restrictions) regarding the covered Government support contractor’s use of such data, or
alternatively, that the Contractor (or party asserting restrictions) may waive in writing the requirement for a
non-disclosure agreement; and

(D) Any such non-disclosure agreement shall address the restrictions on the covered Government support
contractor's use of the limited rights data as set forth in the clause at 252.227-7025, Limitations on the Use or
Disclosure of Government-Furnished Information Marked with Restrictive Legends. The non-disclosure agreement
shall not include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure
agreement.

(4) Specifically negotiated license rights. The standard license rights granted to the Government under paragraphs
(b)(1) through (b)(3) of this clause, including the period during which the Government shall have government
purpose rights in technical data, may be modified by mutual agreement to provide such rights as the parties
consider appropriate but shall not provide the Government lesser rights than are enumerated in paragraph (a)(14)
of this clause. Any rights so negotiated shall be identified in a license agreement made part of this contract.

(5) Prior government rights. Technical data that will be delivered, furnished, or otherwise provided to the
Government under this contract, in which the Government has previously obtained rights shall be delivered,
furnished, or provided with the pre-existing rights, unless—

(i) The parties have agreed otherwise; or

(i1) Any restrictions on the Government's rights to use, modify. reproduce, release, perform, display. or disclose the
data have expired or no longer apply.

(6) Release from liability. The Contractor agrees to release the Government from liability for any release or
disclosure of technical data made in accordance with paragraph (a)(14) or (b)(2)(iii) of this clause, in accordance
with the terms of a license negotiated under paragraph (b)(4) of this clause, or by others to whom the recipient has
released or disclosed the data and to seek relief solely from the party who has improperly used. modified,
reproduced, released, performed, displayed, or disclosed Contractor data marked with restrictive legends.

(c) Contractor rights in technical data. All rights not granted to the Government are retained by the Contractor.

(d) Third party copyrighted data. The Contractor shall not, without the written approval of the Contracting Officer,
incorporate any copyrighted data in the technical data to be delivered under this contract unless the Contractor is
the copyright owner or has obtained for the Government the license rights necessary to perfect a license or
licenses in the deliverable data of the appropriate scope set forth in paragraph (b) of this clause, and has affixed a
statement of the license or licenses obtained on behalf of the Government and other persons to the data transmittal
document.

(e) Identification and delivery of data to be furnished with restrictions on use, release, or disclosure.

(1) This paragraph does not apply to restrictions based solely on copyright.

(2) Except as provided in paragraph (e)(3) of this clause, technical data that the Contractor asserts should be
furnished to the Government with restrictions on use, release, or disclosure are identified in an attachment to this
contract (the Attachment). The Contractor shall not deliver any data with restrictive markings unless the data are

listed on the Attachment.

(3) In addition to the assertions made in the Attachment, other assertions may be identified after award when
based on new information or inadvertent omissions unless the inadvertent omissions would have materially
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affected the source selection decision. Such identification and assertion shall be submitted to the Contracting
Officer as soon as practicable prior to the scheduled date for delivery of the data, in the following format, and
signed by an official authorized to contractually obligate the Contractor:

Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure of Technical Data.
The Contractor asserts for itself, or the persons identified below, that the Government's rights to use, release, or
disclose the following technical data should be restricted—

Technical Data to be Basis for Assertion** Asserted Rights Name of Person Asserting
Furnished With Category*** Restrictions****
Restrictions*

(LIST) (LIST) (LIST) (LIST)

*If the assertion is applicable to items, components, or processes developed at private expense, identify both the
data and each such item, component, or process.

**Generally, the development of an item, component, or process at private expense, either exclusively or partially,
is the only basis for asserting restrictions on the Government's rights to use, release, or disclose technical data
pertaining to such items, components, or processes. Indicate whether development was exclusively or partially at
private expense. If development was not at private expense, enter the specific reason for asserting that the
Government's rights should be restricted.

***Enter asserted rights category (e.g., government purpose license rights from a prior contract, rights in SBIR
data generated under another contract, limited or government purpose rights under this or a prior contract, or
specifically negotiated licenses).

****Corporation, individual, or other person, as appropriate.

Date:
Printed Name and Title:

Signature:

(End of identification and assertion)

(4) When requested by the Contracting Officer, the Contractor shall provide sufficient information to enable the
Contracting Officer to evaluate the Contractor's assertions. The Contracting Officer reserves the right to add the
Contractor's assertions to the Attachment and validate any listed assertion, at a later date, in accordance with the
procedures of the Validation of Restrictive Markings on Technical Data clause of this contract.

(f) Marking requirements. The Contractor, and its subcontractors or suppliers, may only assert restrictions on the
Government's rights to use, modify, reproduce, release, perform. display, or disclose technical data to be delivered
under this contract by marking the deliverable data subject to restriction. Except as provided in paragraph (f)(5) of
this clause, only the following legends are authorized under this contract: the government purpose rights legend at
paragraph (f)(2) of this clause; the limited rights legend at paragraph (f)(3) of this clause; or the special license
rights legend at paragraph (f)(4) of this clause; and/or a notice of copyright as prescribed under 17 U.S.C. 401 or
402.

(1) General marking instructions. The Contractor, or its subcontractors or suppliers, shall conspicuously and
legibly mark the appropriate legend on all technical data that qualify for such markings. The authorized legends
shall be placed on the transmittal document or storage container and. for printed material, each page of the printed
material containing technical data for which restrictions are asserted. When only portions of a page of printed
material are subject to the asserted restrictions, such portions shall be identified by circling, underscoring. with a
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note, or other appropriate identifier. Technical data transmitted directly from one computer or computer terminal to
another shall contain a notice of asserted restrictions. Reproductions of technical data or any portions thereof
subject to asserted restrictions shall also reproduce the asserted restrictions.

(2) Government purpose rights markings. Data delivered or otherwise furnished to the Government with

government
purpose rights shall be marked as follows:

GOVERNMENT PURPOSE RIGHTS

Contract No.
Contractor Name
Contractor Address

Expiration Date

The Government's rights to use, modify. reproduce, release, perform, display, or disclose these technical data are
restricted by paragraph (b)(2) of the Rights in Technical Data—Noncommercial Items clause contained in the
above identified contract. No restrictions apply after the expiration date shown above. Any reproduction of
technical data or portions thereof marked with this legend must also reproduce the markings.

(End of legend)

(3) Limited rights markings. Data delivered or otherwise furnished to the Government with limited rights shall be
marked with the following legend:

LIMITED RIGHTS

Contract No.
Contractor Name
Contractor Address

Expiration Date

The Government's rights to use, modify. reproduce, release, perform, display, or disclose these technical data are
restricted by paragraph (b)(3) of the Rights in Technical Data--Noncommercial Items clause contained in the
above identified contract. Any reproduction of technical data or portions thereof marked with this legend must also
reproduce the markings. Any person, other than the Government, who has been provided access to such data must
promptly notify the above named Contractor.

(End of legend)
(4) Special license rights markings.

(1) Data in which the Government's rights stem from a specifically negotiated license shall be marked with the
following legend:

SPECIAL LICENSE RIGHTS
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The Government's rights to use, modify, reproduce, release, perform, display, or disclose these data are
restricted by Contract No. _ (Insert contract number)  , License No. _ (Insert license identifier) .
Any reproduction of technical data or portions thereof marked with this legend must also reproduce the
markings.

(End of Legend)

(i1) For purposes of this clause, special licenses do not include government purpose license rights acquired under a
prior contract (see paragraph (b)(5) of this clause).

(5) Pre-existing data markings. If the terms of a prior contract or license permitted the Contractor to restrict the
Government's rights to use, modify, reproduce, release, perform, display. or disclose technical data deliverable
under this contract, and those restrictions are still applicable, the Contractor may mark such data with the
appropriate restrictive legend for which the data qualified under the prior contract or license. The marking
procedures in paragraph (f)(1) of this clause shall be followed.

(g) Contractor procedures and records. Throughout performance of this contract, the Contractor and its
subcontractors or suppliers that will deliver technical data with other than unlimited rights, shall—

(1) Have, maintain, and follow written procedures sufficient to assure that restrictive markings are used only when
authorized by the terms of this clause; and

(2) Maintain records sufficient to justify the validity of any restrictive markings on technical data delivered under
this contract.

(h) Removal of unjustified and nonconforming markings.

(1) Unjustified technical data markings. The rights and obligations of the parties regarding the validation of
restrictive markings on technical data furnished or to be furnished under this contract are contained in the
Validation of Restrictive Markings on Technical Data clause of this contract. Notwithstanding any provision of this
contract concerning inspection and acceptance, the Government may ignore or, at the Contractor's expense, correct
or strike a marking if, in accordance with the procedures in the Validation of Restrictive Markings on Technical
Data clause of this contract, a restrictive marking is determined to be unjustified.

(2) Nonconforming technical data markings. A nonconforming marking is a marking placed on technical data
delivered or otherwise furnished to the Government under this contract that is not in the format authorized by this
contract. Correction of nonconforming markings is not subject to the Validation of Restrictive Markings on
Technical Data clause of this contract. If the Contracting Officer notifies the Contractor of a nonconforming
marking and the Contractor fails to remove or correct such marking within sixty (60) days, the Government may
ignore or, at the Contractor's expense, remove or correct any nonconforming marking.

(i) Relation to patents. Nothing contained in this clause shall imply a license to the Government under any patent
or be construed as affecting the scope of any license or other right otherwise granted to the Government under any
patent.

(j) Limitation on charges for rights in technical data.

(1) The Contractor shall not charge to this contract any cost, including, but not limited to, license fees, royalties,
or similar charges, for rights in technical data to be delivered under this contract when—

(1) The Government has acquired, by any means, the same or greater rights in the data; or

(i1) The data are available to the public without restrictions.
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(2) The limitation in paragraph (j)(1) of this clause—

(1) Includes costs charged by a subcontractor or supplier, at any tier, or costs incurred by the Contractor to acquire
rights in subcontractor or supplier technical data, if the subcontractor or supplier has been paid for such rights
under any other Government contract or under a license conveying the rights to the Government; and

(i1) Does not include the reasonable costs of reproducing, handling, or mailing the documents or other media in
which the technical data will be delivered.

(k) Applicability to subcontractors or suppliers.

(1) The Contractor shall ensure that the rights afforded its subcontractors and suppliers under 10 U.S.C. 2320, 10
U.S.C. 2321, and the identification, assertion, and delivery processes of paragraph (e) of this clause are recognized
and protected.

(2) Whenever any technical data for noncommercial items, or for commercial items developed in any part at
Government expense, is to be obtained from a subcontractor or supplier for delivery to the Government under this
contract, the Contractor shall use this same clause in the subcontract or other contractual instrument, including
subcontracts or other contractual instruments for commercial items, and require its subcontractors or suppliers to
do so, without alteration, except to identify the parties. This clause will govern the technical data pertaining to
noncommercial items or to any portion of a commercial item that was developed in any part at Government
expense, and the clause at 252.227-7015 will govern the technical data pertaining to any portion of a commercial
item that was developed exclusively at private expense. No other clause shall be used to enlarge or diminish the
Government's, the Contractor's, or a higher-tier subcontractor's or supplier's rights in a subcontractor's or supplier's
technical data.

(3) Technical data required to be delivered by a subcontractor or supplier shall normally be delivered to the next
higher-tier contractor, subcontractor, or supplier. However, when there is a requirement in the prime contract for
data which may be submitted with other than unlimited rights by a subcontractor or supplier, then said
subcontractor or supplier may fulfill its requirement by submitting such data directly to the Government, rather

than through a higher-tier contractor, subcontractor. or supplier.

(4) The Contractor and higher-tier subcontractors or suppliers shall not use their power to award contracts as
economic leverage to obtain rights in technical data from their subcontractors or suppliers.

(5) In no event shall the Contractor use its obligation to recognize and protect subcontractor or supplier rights in
technical data as an excuse for failing to satisfy its contractual obligation to the Government.

(End of clause)
252.227-7014 RIGHTS IN TECHNICAL DATA--NONCOMMERCIAL ITEMS (FEB 2014)
(a) Definitions. As used in this clause—

(1) “Computer data base” means a collection of data recorded in a form capable of being processed by a
computer. The term does not include computer software.

(2) “Computer program”™ means a set of instructions, rules, or routines recorded in a form that is capable of
causing a computer to perform a specific operation or series of operations.

(3) “Computer software” means computer programs, source code, source code listings, object code listings, design
details, algorithms, processes, flow charts, formulae and related material that would enable the software to be
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reproduced, recreated. or recompiled. Computer software does not include computer data bases or computer
software documentation.

(4) “Computer software documentation” means owner's manuals, user's manuals, installation instructions,
operating instructions, and other similar items, regardless of storage medium, that explain the capabilities of the
computer software or provide instructions for using the software.

(5) "Covered Government support contractor" means a contractor (other than a litigation support contractor
covered by 252.204-7014) under a contract, the primary purpose of which is to furnish independent and impartial
advice or technical assistance directly to the Government in support of the Government’s management and
oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or
effort), provided that the contractor—

(1) Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any
direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services
of the type developed or produced on the program or effort; and

(i1) Receives access to technical data or computer software for performance of a Government contract that
contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information
Marked with Restrictive Legends.

(6) “Detailed manufacturing or process data” means technical data that describe the steps, sequences, and
conditions of manufacturing, processing or assembly used by the manufacturer to produce an item or component
or to perform a process.

(7) “Developed” means that an item, component, or process exists and is workable. Thus, the item or component
must have been constructed or the process practiced. Workability is generally established when the item,
component, or process has been analyzed or tested sufficiently to demonstrate to reasonable people skilled in the
applicable art that there is a high probability that it will operate as intended. Whether, how much, and what type of
analysis or testing is required to establish workability depends on the nature of the item, component, or process,
and the state of the art. To be considered “developed.” the item. component, or process need not be at the stage
where it could be offered for sale or sold on the commercial market, nor must the item, component, or process be
actually reduced to practice within the meaning of Title 35 of the United States Code.

(8) “Developed exclusively at private expense” means development was accomplished entirely with costs charged
to indirect cost pools, costs not allocated to a government contract, or any combination thereof.

(1) Private expense determinations should be made at the lowest practicable level.

(1) Under fixed-price contracts, when total costs are greater than the firm-fixed-price or ceiling price of the
contract, the additional development costs necessary to complete development shall not be considered when
determining whether development was at government, private, or mixed expense.

(9) “Developed exclusively with government funds™ means development was not accomplished exclusively or
partially at private expense.

(10) “Developed with mixed funding” means development was accomplished partially with costs charged to
indirect cost pools and/or costs not allocated to a government contract, and partially with costs charged directly to
a government contract.

(11) “Form, fit, and function data” means technical data that describes the required overall physical, functional,
and performance characteristics (along with the qualification requirements, if applicable) of an item, component,
or process to the extent necessary to permit identification of physically and functionally interchangeable items.
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(12) “Government purpose” means any activity in which the United States Government is a party, including
cooperative agreements with international or multi-national defense organizations, or sales or transfers by the
United States Government to foreign governments or international organizations. Government purposes include
competitive procurement, but do not include the rights to use, modify, reproduce, release, perform, display, or
disclose technical data for commercial purposes or authorize others to do so.

(13) “Government purpose rights” means the rights to—

(1) Use, modify, reproduce, release, perform, display, or disclose technical data within the Government without
restriction; and

(i1) Release or disclose technical data outside the Government and authorize persons to whom release or disclosure
has been made to use, modify, reproduce, release, perform, display, or disclose that data for United States
government purposes.

(14) “Limited rights” means the rights to use, modify, reproduce, release, perform, display. or disclose technical
data, in whole or in part, within the Government. The Government may not, without the written permission of the
party asserting limited rights, release or disclose the technical data outside the Government, use the technical data
for manufacture, or authorize the technical data to be used by another party, except that the Government may
reproduce, release, or disclose such data or authorize the use or reproduction of the data by persons outside the
Government if—

(1) The reproduction, release, disclosure, or use is—
(A) Necessary for emergency repair and overhaul; or
(B) A release or disclosure to—

(1) A covered Government support contractor in performance of its covered Government support contract for use,
modification, reproduction, performance, display. or release or disclosure to a person authorized to receive limited
rights technical data; or

(2) A foreign government, of technical data other than detailed manufacturing or process data, when use of such
data by the foreign government is in the interest of the Government and is required for evaluational or
informational purposes;

(i1) The recipient of the technical data is subject to a prohibition on the further reproduction, release, disclosure, or
use of the technical data; and

(ii1) The contractor or subcontractor asserting the restriction is notified of such reproduction, release, disclosure, or
use.

(15) “Technical data” means recorded information, regardless of the form or method of the recording, of a
scientific or technical nature (including computer software documentation). The term does not include computer
software or data incidental to contract administration, such as financial and/or management information.

(16) “Unlimited rights” means rights to use, modify, reproduce, perform, display. release, or disclose technical data
in whole or in part, in any manner, and for any purpose whatsoever, and to have or authorize others to do so.

(b) Rights in technical data. The Contractor grants or shall obtain for the Government the following royalty free,
world-wide, nonexclusive, irrevocable license rights in technical data other than computer software documentation
(see the Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation



CONTRACT NO. DELIVERY ORDER NO. AMENDMENT/MODIFICATION NO. | PAGE FINAL
N00178-14-D-7204 N00178-14-D-7204-0004 25 175 of 183

clause of this contract for rights in computer software documentation):
(1) Unlimited rights. The Government shall have unlimited rights in technical data that are—

(1) Data pertaining to an item, component, or process which has been or will be developed exclusively with
Government funds;

(i1) Studies, analyses, test data, or similar data produced for this contract, when the study, analysis, test, or similar
work was specified as an element of performance;

(i11) Created exclusively with Government funds in the performance of a contract that does not require the
development, manufacture, construction, or production of items, components, or processes:

(iv) Form, fit, and function data;

(v) Necessary for installation, operation, maintenance, or training purposes (other than detailed manufacturing or
process data);

(vi) Corrections or changes to technical data furnished to the Contractor by the Government:

(vii) Otherwise publicly available or have been released or disclosed by the Contractor or subcontractor without
restrictions on further use, release or disclosure, other than a release or disclosure resulting from the sale, transfer,
or other assignment of interest in the technical data to another party or the sale or transfer of some or all of a
business entity or its assets to another party:;

(viii) Data in which the Government has obtained unlimited rights under another Government contract or as a
result of negotiations; or

(ix) Data furnished to the Government, under this or any other Government contract or subcontract thereunder,
with—

(A) Government purpose license rights or limited rights and the restrictive condition(s) has/have expired; or

(B) Government purpose rights and the Contractor's exclusive right to use such data for commercial purposes has
expired.

(2) Government purpose rights.

(1) The Government shall have government purpose rights for a five-year period, or such other period as may be
negotiated, in technical data—

(A) That pertain to items, components, or processes developed with mixed funding except when the Government
is entitled to unlimited rights in such data as provided in paragraphs (b)(1)(i1) and (b)(1)(iv) through (b)(1)(ix) of
this clause; or

(B) Created with mixed funding in the performance of a contract that does not require the development,
manufacture, construction, or production of items, components, or processes.

(i1) The five-year period. or such other period as may have been negotiated, shall commence upon execution of the
contract, subcontract, letter contract (or similar contractual instrument), contract modification, or option exercise
that required development of the items, components, or processes or creation of the data described in paragraph
(b)(2) (1)(B) of this clause. Upon expiration of the five-year or other negotiated period, the Government shall have
unlimited rights in the technical data.
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(111) The Government shall not release or disclose technical data in which it has government purpose rights
unless—

(A) Prior to release or disclosure, the intended recipient is subject to the non-disclosure agreement at 227.7103-7
of the Defense Federal Acquisition Regulation Supplement (DFARS); or

(B) The recipient is a Government contractor receiving access to the data for performance of a Government
contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of Government-
Furnished Information Marked with Restrictive Legends.

(iv) The Contractor has the exclusive right. including the right to license others. to use technical data in which the
Government has obtained government purpose rights under this contract for any commercial purpose during the
time period specified in the government purpose rights legend prescribed in paragraph (£)(2) of this clause.

(3) Limited rights.

(1) Except as provided in paragraphs (b)(1)(i1) and (b)(1)(iv) through (b)(1)(ix) of this clause, the Government
shall have limited rights in technical data—

(A) Pertaining to items, components, or processes developed exclusively at private expense and marked with the
limited rights legend prescribed in paragraph (f) of this clause; or

(B) Created exclusively at private expense in the performance of a contract that does not require the development,
manufacture, construction, or production of items, components, or processes.

(i1) The Government shall require a recipient of limited rights data for emergency repair or overhaul to destroy the
data and all copies in its possession promptly following completion of the emergency repair/overhaul and to notify
the Contractor that the data have been destroyed.

(ii1) The Contractor, its subcontractors, and suppliers are not required to provide the Government additional rights
to use, modify, reproduce, release, perform, display, or disclose technical data furnished to the Government with
limited rights. However, if the Government desires to obtain additional rights in technical data in which it has
limited rights, the Contractor agrees to promptly enter into negotiations with the Contracting Officer to determine
whether there are acceptable terms for transferring such rights. All technical data in which the Contractor has
granted the Government additional rights shall be listed or described in a license agreement made part of the
contract. The license shall enumerate the additional rights granted the Government in such data.

(iv) The Contractor acknowledges that—

(A) Limited rights data are authorized to be released or disclosed to
covered Government support contractors;

(B) The Contractor will be notified of such release or disclosure:

(C) The Contractor (or the party asserting restrictions as identified in the limited rights legend) may require each
such covered Government support contractor to enter into a non-disclosure agreement directly with the Contractor
(or the party asserting restrictions) regarding the covered Government support contractor’s use of such data, or
alternatively, that the Contractor (or party asserting restrictions) may waive in writing the requirement for a
non-disclosure agreement; and

(D) Any such non-disclosure agreement shall address the restrictions on the covered Government support
contractor's use of the limited rights data as set forth in the clause at 252.227-7025, Limitations on the Use or
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Disclosure of Government-Furnished Information Marked with Restrictive Legends. The non-disclosure agreement
shall not

include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure
agreement.

(4) Specifically negotiated license rights. The standard license rights granted to the Government under paragraphs
(b)(1) through (b)(3) of this clause, including the period during which the Government shall have government
purpose rights in technical data, may be modified by mutual agreement to provide such rights as the parties
consider appropriate but shall not provide the Government lesser rights than are enumerated in paragraph (a)(14)
of this clause. Any rights so negotiated shall be identified in a license agreement made part of this contract.

(5) Prior government rights. Technical data that will be delivered, furnished, or otherwise provided to the
Government under this contract, in which the Government has previously obtained rights shall be delivered,
furnished, or provided with the pre-existing rights, unless—

(i) The parties have agreed otherwise; or

(i1) Any restrictions on the Government's rights to use, modify. reproduce, release, perform, display. or disclose the
data have expired or no longer apply.

(6) Release from liability. The Contractor agrees to release the Government from liability for any release or
disclosure of technical data made in accordance with paragraph (a)(14) or (b)(2)(iii) of this clause, in accordance
with the terms of a license negotiated under paragraph (b)(4) of this clause, or by others to whom the recipient has
released or disclosed the data and to seek relief solely from the party who has improperly used. modified,
reproduced, released, performed, displayed, or disclosed Contractor data marked with restrictive legends.

(c) Contractor rights in technical data. All rights not granted to the Government are retained by the Contractor.

(d) Third party copyrighted data. The Contractor shall not, without the written approval of the Contracting Officer,
incorporate any copyrighted data in the technical data to be delivered under this contract unless the Contractor is
the copyright owner or has obtained for the Government the license rights necessary to perfect a license or
licenses in the deliverable data of the appropriate scope set forth in paragraph (b) of this clause, and has affixed a
statement of the license or licenses obtained on behalf of the Government and other persons to the data transmittal
document.

(e) Identification and delivery of data to be furnished with restrictions on use, release, or disclosure.
(1) This paragraph does not apply to restrictions based solely on copyright.

(2) Except as provided in paragraph (e)(3) of this clause, technical data that the Contractor asserts should be
furnished to the Government with restrictions on use, release, or disclosure are identified in an attachment to this
contract (the Attachment). The Contractor shall not deliver any data with restrictive markings unless the data are
listed on the Attachment.

(3) In addition to the assertions made in the Attachment, other assertions may be identified after award when
based on new information or inadvertent omissions unless the inadvertent omissions would have materially
affected the source selection decision. Such identification and assertion shall be submitted to the Contracting
Officer as soon as practicable prior to the scheduled date for delivery of the data, in the following format. and
signed by an official authorized to contractually obligate the Contractor:

Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure of Technical Data.
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The Contractor asserts for itself, or the persons identified below, that the Government's rights to use, release, or
disclose the following technical data should be restricted—

Technical Data to be Basis for Assertion** Asserted Rights Name of Person Asserting
Furnished With Category*** Restrictions****
Restrictions*

(LIST) (LIST) (LIST) (LIST)

*If the assertion is applicable to items, components, or processes developed at private expense, identify both the
data
and each such item, component, or process.

**Generally, the development of an item, component, or process at private expense, either exclusively or partially,
is the only basis for asserting restrictions on the Government's rights to use, release, or disclose technical data
pertaining to such items, components, or processes. Indicate whether development was exclusively or partially at
private expense. If development was not at private expense, enter the specific reason for asserting that the
Government's rights should be restricted.

***Enter asserted rights category (e.g., government purpose license rights from a prior contract, rights in SBIR
data generated under another contract, limited or government purpose rights under this or a prior contract, or
specifically negotiated licenses).

****Corporation, individual, or other person, as appropriate.
ate:
Printed Name and Title:

Signature:

(End of identification and assertion)

(4) When requested by the Contracting Officer, the Contractor shall provide sufficient information to enable the
Contracting Officer to evaluate the Contractor's assertions. The Contracting Officer reserves the right to add the
Contractor's assertions to the Attachment and validate any listed assertion, at a later date, in accordance with the
procedures of the Validation of Restrictive Markings on Technical Data clause of this contract.

(f) Marking requirements. The Contractor, and its subcontractors or suppliers, may only assert restrictions on the
Government's rights to use, modify, reproduce, release, perform. display, or disclose technical data to be delivered
under this contract by marking the deliverable data subject to restriction. Except as provided in paragraph (f)(5) of
this clause, only the following legends are authorized under this contract: the government purpose rights legend at
paragraph (f)(2) of this clause; the limited rights legend at paragraph (f)(3) of this clause; or the special license
rights legend at paragraph (f)(4) of this clause; and/or a notice of copyright as prescribed under 17 U.S.C. 401 or
402.

(1) General marking instructions. The Contractor, or its subcontractors or suppliers, shall conspicuously and
legibly mark the appropriate legend on all technical data that qualify for such markings. The authorized legends
shall be placed on the transmittal document or storage container and, for printed material, each page of the printed
material containing technical data for which restrictions are asserted. When only portions of a page of printed
material are subject to the asserted restrictions, such portions shall be identified by circling, underscoring, with a
note, or other appropriate identifier. Technical data transmitted directly from one computer or computer terminal to
another shall contain a notice of asserted restrictions. Reproductions of technical data or any portions thereof
subject to asserted restrictions shall also reproduce the asserted restrictions.

(2) Government purpose rights markings. Data delivered or otherwise furnished to the Government with
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government purpose rights shall be marked as follows:

GOVERNMENT PURPOSE RIGHTS

Contract No.
Contractor Name
Contractor Address

Expiration Date

The Government's rights to use, modify. reproduce, release, perform, display, or disclose these technical data are
restricted by paragraph (b)(2) of the Rights in Technical Data—Noncommercial Items clause contained in the
above identified contract. No restrictions apply after the expiration date shown above. Any reproduction of
technical data or portions thereof marked with this legend must also reproduce the markings.

(End of legend)

(3) Limited rights markings. Data delivered or otherwise furnished to the Government with limited rights shall be
marked with the following legend:

LIMITED RIGHTS

The Government's rights to use, modify. reproduce, release, perform, display, or disclose these technical data are
restricted by paragraph (b)(3) of the Rights in Technical Data--Noncommercial Items clause contained in the
above identified contract. Any reproduction of technical data or portions thereof marked with this legend must also
reproduce the markings. Any person, other than the Government, who has been provided access to such data must
promptly notify the above named Contractor.

(End of legend)
(4) Special license rights markings.

(1) Data in which the Government's rights stem from a specifically negotiated license shall be marked with the
following legend:

SPECIAL LICENSE RIGHTS

The Government's rights to use, modify, reproduce, release, perform, display, or disclose these data are
restricted by Contract No. _ (Insert contract number) . License No. __ (Insert license identifier) .
Any reproduction of technical data or portions thereof marked with this legend must also reproduce the
markings.

(End of Legend)

(i1) For purposes of this clause, special licenses do not include government purpose license rights acquired under a
prior contract (see paragraph (b)(5) of this clause).

(5) Pre-existing data markings. If the terms of a prior contract or license permitted the Contractor to restrict the
Government's rights to use, modify, reproduce, release, perform, display. or disclose technical data deliverable
under this contract, and those restrictions are still applicable, the Contractor may mark such data with the
appropriate restrictive legend for which the data qualified under the prior contract or license. The marking
procedures in paragraph (f)(1) of this clause shall be followed.



CONTRACT NO. DELIVERY ORDER NO. AMENDMENT/MODIFICATION NO. | PAGE FINAL
N00178-14-D-7204 N00178-14-D-7204-0004 25 180 of 183

(g) Contractor procedures and records. Throughout performance of this contract, the Contractor and its
subcontractors or suppliers that will deliver technical data with other than unlimited rights, shall—

(1) Have, maintain, and follow written procedures sufficient to assure that restrictive markings are used only when
authorized by the terms of this clause; and

(2) Maintain records sufficient to justify the validity of any restrictive markings on technical data delivered under
this contract.

(h) Removal of unjustified and nonconforming markings.

(1) Unjustified technical data markings. The rights and obligations of the parties regarding the validation of
restrictive markings on technical data furnished or to be furnished under this contract are contained in the
Validation of Restrictive Markings on Technical Data clause of this contract. Notwithstanding any provision of this
contract concerning inspection and acceptance, the Government may ignore or, at the Contractor's expense, correct
or strike a marking if, in accordance with the procedures in the Validation of Restrictive Markings on Technical
Data clause of this contract, a restrictive marking is determined to be unjustified.

(2) Nonconforming technical data markings. A nonconforming marking is a marking placed on technical data
delivered or otherwise furnished to the Government under this contract that is not in the format authorized by this
contract. Correction of nonconforming markings is not subject to the Validation of Restrictive Markings on
Technical Data clause of this contract. If the Contracting Officer notifies the Contractor of a nonconforming
marking and the Contractor fails to remove or correct such marking within sixty (60) days, the Government may
ignore or, at the Contractor's expense, remove or correct any nonconforming marking.

(1) Relation to patents. Nothing contained in this clause shall imply a license to the Government under any patent
or be construed as affecting the scope of any license or other right otherwise granted to the Government under any
patent.

(j) Limitation on charges for rights in technical data.

(1) The Contractor shall not charge to this contract any cost, including, but not limited to, license fees, royalties,
or similar charges, for rights in technical data to be delivered under this contract when—

(1) The Government has acquired, by any means, the same or greater rights in the data; or

(i1) The data are available to the public without restrictions.

(2) The limitation in paragraph (j)(1) of this clause—

(1) Includes costs charged by a subcontractor or supplier, at any tier, or costs incurred by the Contractor to acquire
rights in subcontractor or supplier technical data, if the subcontractor or supplier has been paid for such rights

under any other Government contract or under a license conveying the rights to the Government; and

(i1) Does not include the reasonable costs of reproducing, handling, or mailing the documents or other media in
which the technical data will be delivered.

(k) Applicability to subcontractors or suppliers.
(1) The Contractor shall ensure that the rights afforded its subcontractors and suppliers under 10 U.S.C. 2320, 10

U.S.C. 2321, and the identification, assertion, and delivery processes of paragraph (e) of this clause are recognized
and protected.
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(2) Whenever any technical data for noncommercial items, or for commercial items developed in any part at
Government expense, is to be obtained from a subcontractor or supplier for delivery to the Government under this
contract, the Contractor shall use this same clause in the subcontract or other contractual instrument, including
subcontracts or other contractual instruments for commercial items, and require its subcontractors or suppliers to
do so, without alteration, except to identify the parties. This clause will govern the technical data pertaining to
noncommercial items or to any portion of a commercial item that was developed in any part at Government
expense, and the clause at 252.227-7015 will govern the technical data pertaining to any portion of a commercial
item that was developed exclusively at private expense. No other clause shall be used to enlarge or diminish the
Government's, the Contractor's, or a higher-tier subcontractor's or supplier's rights in a subcontractor's or supplier's
technical data.

(3) Technical data required to be delivered by a subcontractor or supplier shall normally be delivered to the next
higher-tier contractor, subcontractor, or supplier. However, when there is a requirement in the prime contract for
data which may be submitted with other than unlimited rights by a subcontractor or supplier, then said
subcontractor or supplier may fulfill its requirement by submitting such data directly to the Government, rather
than through a higher-tier contractor, subcontractor, or supplier.

(4) The Contractor and higher-tier subcontractors or suppliers shall not use their power to award contracts as
economic leverage to obtain rights in technical data from their subcontractors or suppliers.

(5) In no event shall the Contractor use its obligation to recognize and protect subcontractor or supplier rights in
technical data as an excuse for failing to satisfy its contractual obligation to the Government.

(End of clause)

252.239-7001 INFORMATION ASSURANCE CONTRACTOR TRAINING AND CERTIFICATION (JAN
2008)

(a) The Contractor shall ensure that personnel accessing information systems have the proper and current
information assurance certification to perform information assurance functions in accordance with DoD
8570.01-M, Information Assurance Workforce Improvement Program. The Contractor shall meet the applicable
information assurance certification requirements, including—

(1) DoD-approved information assurance workforce certifications appropriate for each category and level as listed
in the current version of DoD 8570.01-M: and

(2) Appropriate operating system certification for information assurance technical positions as required by DoD
8570.01-M.

(b) Upon request by the Government, the Contractor shall provide documentation supporting the information
assurance certification status of personnel performing information assurance functions.

(c) Contractor personnel who do not have proper and current certifications shall be denied access to DoD
information systems for the purpose of performing information assurance functions.

(End of Clause)
1.1 AWARD TERM CLAUSE

(a) In addition to the terms set forth elsewhere in the contract, and as provided in the QASP, the Contractor may
earn an extension of one (1) to two (2) years on the basis of performance during the evaluation periods. The
Contractor is evaluated using QASP criteria during each year of contract performance. During the third year
(Option 2), if performance is evaluated as Very Good for three of the five major elements and not less than
Satisfactory for the remaining two major elements, the Contractor may earn Year 4 (Award Term 3); if
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performance is evaluated as Very Good for three of the five major elements and not less than Satisfactory for the
remaining two major elements in Year 4, the Contractor may earn Year 5 (Award Term 4).

(1) Award Term. The award-term concept is an incentive that permits extension of the contract period beyond
Option 2 of performance for Very Good performance.

(2) Monitoring of Performance. The Contractor's performance will be continually monitored by the COR and
Subject Matter Experts whose findings are reported by the COR to the PCO together with a recommendation
regarding awarding of the Award Term period. The PCO makes the final decision on the award-term on the basis
of the Contractor's performance during the award-term evaluation period.

(3) Award-Term Plan. The evaluation criteria, the associated points, and the associated award-term extensions or
reductions are specified in the QASP.

(4) Modification of Award-Term Plan. Changes may be made to the award-term plan at any time during contract
performance, provided that both parties agree to them. If agreement cannot be reached on changes, the initial
award-term plan remains in effect.

(5) Self-Evaluation. The Contractor will submit a written self-evaluation of its performance for that period in
accordance with the schedule in the QASP. It will be used in the COR's and PCO's evaluation of the Contractor's
performance during this period.

(6) Disputes. Decisions regarding the award term, including—but not limited to— the amount of the award term
if any: the methodology used to calculate the award term; calculation of the award term; the supplier's entitlement
to the award term: and the nature and success of the Contractor's performance, are made by the PCO. These
decisions are final and are not subject to dispute.

(7) Award-Term Extension. The contract period may be modified to reflect the PCO's decision. The award-term
provision must be included in the solicitation and resulting Task Order. If at any time the contract period does not
extend more than two years from the PCO decision, the operation of the award-term provision will cease and the
ordering period will not extend beyond the term set at that time.
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SECTION J LIST OF ATTACHMENTS

Exhibits
# Document Date # of Pages
A Contract Data Requirements List (CDRL), DD Form 1423-1, Data 6

Items A001 through A006

Attachments
# Document Date # of Pages
J.1 DD Form 254, Contract Security Classification Specification 08/15/16 19
J.2 COR Appointment Letter, Serial Number 025/090 09/07/16 4

J.3 eCRAFT Labor Category cross-walk
04/21/17 3





